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Agenda

symmetries and theory of Chi
an Information Theoretic tool:

: LAS-2 and LSS properties:
Differential-Linear Attacks, Vectorial Non-Linearity,
super-strong translation symmetries,
two for All S-boxes

this work is 98% also avail. as NIST public comments at pp. 13-40:

important resource =

Qualcomm



https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Chi box - Historical Roots - Daemen Thesis 1995
x = def =

b; = a; + (a1 + 1)a;io
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and many other




Rotation Symmetries - Chi S-box ¥

cf. our document: https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

¥X_S-box has subspaces of EXPONENTIAL SIZE where it is FULLY linearized (modelled by 1 single matrix + vector)

S-box layer _ ) -
class Ascon input Keccak Ki Kx=Ki®& Ko Keccak Ko Ascon output

a 6,13,18,24,27 7,14,19,25,28 1,248,166 15,23,27,29,30 3,7,9,16,25

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr )({] b 1,2,8,23,28 3,6,12,17,24 1,2,48.16 11,13,21,22,26 11,22,24,27,31
_________________________________ X1 q 9,10,11,22,30 15,23,27,29,30 1.2,4,8,16 7,14,19,25,28 5,8,15,17,18
................................. X2, r 5,7,14,15,25 11,13,21,22,26 5.,9,10,18,20 1.2,4.8,16 2,6,12,21,28
................................. X3 s 3,20,21,29,31 5,9,10,18,20 5.9,10,18,20 3,6,12,17,24 0,10,13.20,23
= X4 t 4,12,16,17,19 1,2,4,8,16 1,2,4.8.16 5,9.10,18,20 14,19,26,29.30
y 0 0 0 0 4
Xo»® Xo zZ 26 31 0 1
\f Le.(? Table 6. Classification of points\at input and ou side of Ascon based on the how
circular rotations act on the stat

ol
Pe—
>
‘s
NN

X3 - ; || & - X3 remarkable
}\ O ?/\/ “stratified” visible rotation
Xol - o X ~ sets symmetries
4 % 4 size 5 and 10

*fewer things work at size 6



https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Intro - “UnDisturbed” Bits
Tezcan 2014:

For a specific input difference of an S-box, some bits of the
output difference remain invariant...

single input difference
focus in prior work
new properties

Table 2: Undisturbed Bits of ASCON’s S-box. of arbitrary size and shape

Input Output Input Output

Difference | Difference Difference | Difference _ -
00001 M7 10000 71077 Yo 10010 1
00010 17221 10001 10771 i) 01111 0
00011 7720? 10011 07720 o | = 01110 - {.r.'[,.1'1.1'3.1';;..1'.1} T 10
00100 27110 10100 071?72 U 11101 0
00101 17777 10101 77771 Y4 01011 0
00110 7M1 10110 1777? - -
00111 07717 10111 77770
01000 27117 11000 27177 B,,={5,7,9,10,11,14,15,22,25,26,30}
01011 7771? 11100 7707?
01100 77007 11110 71777
01110 20777 11111 20777
01111 71707




LSS Dimension = Space Partition + Affine / Linear Models
cf. our document: https://csrc.nist.qov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Fact: Ascon can be modelled by JUST 3 distinct matrices.
LSS-dim = 2.
(all inputs, all outputs, 100% valid)

Yo [(10110] 0
o 10111 0
11+11+11+10 (with overlap) => 32 cases total y2 | = [01LL1Y - (o, 1, 25,25,24) & | 1
Y3 11100 0
Ya _0101 1_ 0

MAXIMUM
STRENGTH
POSSIBLE!


https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

LSS Dimension = Space Partition + Affine / Linear Models
cf. our document: https://csrc.nist.qov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Fact: Ascon can be modelled by JUST 3 distinct matrices.
LSS-dim = 2.
(all inputs, all outputs, 100% valid)

Yo [(10110] 0
Uy 10111 0
y2 | = 101111 -($0,$1,$2,$3,$4)@ 1
i 11100 0
Yy _01011_ 0

4x LLS

property true

for some

subset

X eV

Definition 7 (LSS Affine Dimension). We call the LSS Affine Dimension
of the S-box F'. the smallest integer D such that there exist matrices Ay,.... Ap
and a constant translation matriz Ay, such that the set of all possible 27 affine
combinatlions of the form, Ay &> . A; corresponds to an LSS property for some
set V' oand union of these sels V' is the whole input space.


https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Weakness at 5 Bits

cf. our document: https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Fact: Ascon can be modelled by JUST 3 distinct

matrices. LSS-dim = 2. 4t matrix =XOR of 3.
(all inputs, all outputs, 100% valid)

Fact: AES S-box = just 4 distinct matrices... => 15
linear combinations.

=>these functions are must LESS non-linear than it seems
=>switching between multiple linear approximations
=>simultaneous linear approximations

[no one is studying these anymore?]

ANF deg class NL||DMI range|LAS-2 range|LSS range| LSS dim
2 37-52 0 || 1.96-2.78 104-216 11-13 2
2 35,36 5 2.16 152 13 2
2 53,56-59 B 1.78-2.06 T2-104 11 2
2 Aszcon Keccak| B 1.91 80 11 2
2 61-71 5 || 1.68-2.06 458-120 9-11 2
2 72 5 1.59 410 9 3
2 [ 5 1.41 24 B 3
1 Ieepole | & 1.E1 70 10 3
4 Thakor 5 1.59 45 9 3
4 1-15 10) 1.30-1.41 15-25 9-10 3
4 16 10 1.24 10 B 3
4 17 10 1.12 0 9 3
4 Irv-5 10 1.12 0 T 3
2 z° 12 1.12 0 T 3
2 T4/ Fides 12 1.12 0 T 3
2 (] 12 1.12 0 [ 3

Table 1. Results on LSS dimension and elosely related parameters for major known

permutations on 5 bits.



https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

DDT Connection

cf. our document: https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Fact: Ascon can be modelled by JUST 3 distinct

matrices. LSS-dim = 2. 4t matrix =XOR of 3.
(all inputs, all outputs, 100% valid)

ANF deg class NL||DMI range|LAS-2 range|LSS range|LLSS dim

2 Ascon, Keccak| 8 1.91 80 11 2

=> we have a plethora of attacks where the space is
partitioned in FOUR subsets of size 11+11+11+10
(with overlap).

eorem 4 (Interaction of LSS-11 and DD ets). Lel F be the Ascon
or Keccak S-box on k =5 bits or an affine equivalent or these bores.
For each LSS5-11 set which are always of the form Ay @& s, and any of 20
DDT(t,u) sets of size 8 in eristence, where t € t* = {4,12,16,17,19}, their in-
tersection has eractly 1.2 or 6 points out of 8 and we never observe 0,3,4,5,7.8.
For each t, and each (unique) size 6 intersection of one LSS-11 and one DDT-8,
these 6 points where LSS and DDT sels intersect are exactly the 6 defined by:

Hoi=A1®s N A &L ds.


https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

DDT = Difference Distribution Table

DDT is holographic

AS = SBox(4,11,31,28,26,21,9,2,27,5,8,18,29,3,6,28,30,19,7,14,0,13,17,24,16,12,1,25,22,18,15,23) ; #scon

print(AS.difference_distribution_table())

@Em 4 (In@ of LSS-11 and DDT Sets). Let F' be the Ascon
or Keccak S-box on k =5 bits or an affine equivalent or these boxes.
For each LSS-11 set which are always of the form Ay, @ s, and any of 20
DDT(t,u) sets of size 8 in existence, where t € t* = {4,12,16,17,19}, their in-
tersection has eractly 1,2 or 6 points out of 8 and we never observe 0,3,4.5,7,8.
For each t, and each (unique) size 6 intersection of one LSS-11 and one DDT-8.
these 6 points where LSS and DDT sels intersect are exactly the 6 defined by:
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H ,=A,®s N A, Dt s.

« What is NEW? Showing that 3x

« differential DDT and MAXIMUM

_ _ STRENGTH
* linear LSS properties POSSIBLE!

coincide and are strongly correlated everywhere.
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11+11+11+10
Overlap between very different attacks

“white box security analysis”
better awareness of basic “linearization” events
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Applications and Corollaries = UDB [Tezcan]

space is divided in 4 sets 11+11+11+10

Related Work. All the §;,, € t* for which we obtain size 6, have the “undis-
turbed bits” UDB property extensively studied by Tezcan in multiple papers
for Ascon [TeAs16,TeDil9] which is also related to the older concept of “linear

structures” [MaTeld4].

=>

4t reason
why this is
MAXIMUM
STRENGTH
POSSIBLE!

Applications in Cryptanalysis. Our Thm. 4 opens avenues of research in
advanced combined differential and linear cryptanalysis. It says basically that
linear and differential properties of maximum strength, which are in fact those
which might interest the attacker, are strongly correlated to each other. In older

11



More Observations

space is divided in 4 sets

*same stratified
sets 6*5
with super strong
rotation
symmetries

Observations on Self Similarity of A;,. We found that:

. The intersection of A;; with another variant Ay, @ x is always not empty

except for By; = Ay @ 0x1A, when x = 26 = 0x1A.

. The intersection of A;; with another variant A;; @ x is of maximum size

6 in exactly 5 cases where x € {4,12,16,17,19} which set is sometimes
called t, cf. Table 6 which are exactly five of those lines d;,, in the DDT
of Ascon/Keccak S-box which contain 8, and which are therefore exactly
all the input differentials in Ascon of maximum strength 8/32. These 5 d;,
also amount to half of 10 well-known “undisturbed bits” UDB properties in
[TeAs16,TeDil9]. The relevant DDT sets of size 8 are also studied in Thm.
4.

. The intersection of A;; with another variant A,; @ = is of size 4 when

x € {1,2,3,5,7,8,14,15,20, 21, 23,25, 28,29,31} which set was sometimes
studied as a union of 3 sets: s Ur U b cf. Table 6 and which 15 values are
exactly those lines in DDT table which contain any 4 numbers.

. The intersection of A;; with another variant A;; @& x is of size 2 when = €

{6,9,10,11,13,18,22,24, 27, 30} which set is a.k.a. ¢ Ua which 10 values are
exactly those lines in DDT table except for the special case of ¥ = 26 =
0x1A already used in By;.

12



Hyper-planes = another method to LINEARIZE any S-box

cf. our document: https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Key Question: Is it possible that an S-box sends a For example in one case out of 961 with a = 20 and 5 = 11 we have:
“large” subset of some (maximum size) affine space of 1 : . ‘ . .
dim 4 at the input side, to a “large” subset of another S~ [Lo] nL' = 0,3,20,21.29.31 4 0.4.10.13,20,23
affine space of dim 4 at the output side? S—tL°]Nneo — L' <=4,6.12,13,16,17,18,19,24,27 — 3,7,9,14,16,19,25,26,29.:
s , i co— STYL°lNL* = 1,2,89,10,11,22,23,28.30 + 5,8,11,15,17,18,22,24,27 31

HPEr Strong symmetries. co— SYL°|Neco— L = 5,7,14,15,25,26 - 1.2,6,12,21,28

*same stratified
sets ...
UNEXPECTED

TRANSLATIONS

13


https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

Always Weak

Key Question: Is it possible that an S-box sends a For example in one case out of 961 with a = 20 and 5 = 11 we have:
“large” subset of some (maximum size) affine space of 1 : . . . .
dim 4 at the input side, to a “large” subset of another STHLeINL? = 0,3,20.21.29.31 = 0.4.10.13.,20,23
affine space... S—tL°]Nneo — L' <=4,6.12,13,16,17,18,19,24,27 — 3,7,9,14,16,19,25,26,29.:
co— STYL°lNL* = 1,2,89,10,11,22,23,28.30 + 5,8,11,15,17,18,22,24,27 31
co— STYL°lNeco— L' = 5,7,14,15,25,26 b 1,2,6,12,21,28
UNEXPECTED
TRANSLATIONS

50% of time

100% of those

which “might”
interest the
attacker
all S8+8|16+1014+12|10+16
061 5850336 40 | 0O

WNT inp-shifted||240| 336 | 40 | 0
unrelated 345 0 0 0

Table 3. Pairs spaces of the same size which are equivalent by translation with Ascon.



Always vs. Never

Key Question: Is it possible that an S-box sends a For example in one case out of 961 with a = 20 and 5 = 11 we have:
‘large” subset ... )
\ S—Le]n L! = 0,3,20,21.29.31 b 0.4.10,13,20,23
S—tL°]Nneo — L' <=4,6.12,13,16,17,18,19,24,27 — 3,7,9,14,16,19,25,26,29.:
co— STYL°lNL* = 1,2,89,10,11,22,23,28.30 + 5,8,11,15,17,18,22,24,27 31
co— STYL°lNeco— L' = 5,7,14,15,25,26 b 1.2,6,12,21,28
Ascon/Keccak RP 0% of time
o :
50% of time Thakor 8+8|7+9|6+105+11|4+12|0+16
all 818[6+10[4112[0+16 SOl [P0[0[ 196 [ % |15 7D
961 585 336 | 40 | O v mp-sTie -
WNT inp-shifted| 240 | 336 | 40 0 unrelated 2701420] 196 | 60 | 15 0
unrelated 345] 0 0 0 Table 5. Pairs spaces of the same size equivalent by translation with Thakor S-box.

15
Table 3. Pairs spaces of the same size which are equivalent by translation with Ascon.



+ Duplication = Thm. 1.

Key Question: Is it possible that an S-box sends a
“‘large” subset of some (maximum size) affine space ...

Theorem 1. We assume that if we translate the 1st set S™'[L°] N L' by a con-
stant C' we get the last set co — ST'[L°] N co — L*, then the two remaining sets

on the other diagonal are<aiso related by translation>with the same constant C.

TWICE
UNEXPECTED
TRANSLATIONS

16



Qualcomm Technologies
brought you foundational
communications technologies.

Can information theory help
cryptographers to design better

ciphers? E E % E %



Important Tool:
Mutual Information

DMI

Differential
Prediction

oY/

[2

S 0L

|



Study of Conditional Entropy and MI

input difference

X< 7\y

F F

F(X) D— outputdiﬁerence/ F(y)

HOGOyOOGOyOOOOyOyOO should be large

Prediction ability <=> Mutual Information = Ml =

should be small

NIODGOyOOGOyOOOyOyO

[Ho | [ |

—-H(XY)

H(X,Y) = H(X) + H(Y) - I(X;Y)
(X,Y) = H(X) +




Prediction approach based on Ml = Mutual Information

input difference

X< 7\y

F F

F(X)\ outputdiﬁerence/ F(y)

for 5 bits we get:

Fides Ascon/
x'1TAPN Keccak

Entropy; 3.875 35 4.10

DMI = Differential Mutual Information = ;5 190
2X bad

*RP=Random Permutation



ASCOn S'bOX IS would be only 42 bits total if
122 bits " e used the AES S-box

6,8,12 rounds like this: total
Xo =& O H—=Xo 28>>
X1 l ‘/Z D X1 ()
X2 D Z OmX2 1()>>
X3 D> X3
Xg—>D o Xa 39>>
pan
A
61>>
Xo»D P AN Xo
Information-theoretic Xy 1 i ‘1 %an x 6>>
undeniable X0 T % &5
information leakage *s S >> —
Xg—>D D Xg
17>>
pan
Xo»D P & Xo 10 Y
X1 Z g X1 -2
Pt T
X3 /:‘:( X3 Fan
A
Xa D D Xy s
A A f>>
1.1 for APN =max=
1.5 for RP totally
1.9 for Ascon transparent

DMI MI



High DMI => always leads to

Partial Linearization properties on 4 points

DMI and LAS-2
Yo (10110] 0 for 5-bit S-boxes
v 10111 0 DMI in bits
Y2 = (01111 '(1170,171,132,1173,564)@ 1 )
Y 1 1 1 0 0 O 2 : N . A
m (01011 0
*for some
subset
X eV
1 i
] . B 0 50 100 150
DMl'is 2x blgger = # of LAS-2 sets of 4 points

the amount of information

the attacker “already knows” APN RP | Ascon/
dOUbIeS” AES-like, Fides typlcal Keccak

DMI 1.125 1.55 1.90
L A S' 2 0 o0 80 Eurocrypt

2017 LAS
eprint.iacr.org/2024/802.pdf 2% bad 2




DMI and LAS-2
High DMI => More LAS-2 for 5-bit S-boxes

DMI in bits
2

1.5

1 : . - .
0 50 100 150
# of LAS-2 sets with 4 points
2X bad
APN RP Ascon/
AES-like, Fides typ|Ca| Keccak
DMI 1.125 1.55 1.90
A S 2 0 60 80
_ = Eurocrypt
2017 LAS

eprint.iacr.org/2024/802.pdf
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Undisturbed
Related Work Bits

Tezcan 2014 (UDB)

For a specific input difference of an S-box, some bits of the
output difference remain invariant...

DMI

Table 2: Undisturbed Bits of ASCON’s S-box. -

Input Output Input Output

Difference | Difference Difference | Difference A ‘I‘Vleasu re Of
00001 M7 10000 71077 Ave rage
00010 17771 10001 10771 . ”
00011 29902 10011 02220 Qual 14Y
00100 27110 10100 071?72 . .
00101 12292 10101 29971 In this table
00110 777N 10110 17717
00111 07717 10111 77770
01000 7117 11000 MmN
01011 7717 11100 77077
01100 77007 11110 NN
01110 077 11111 2077
01111 71707




How high Ml implies
“Undesirable Properties”

or does it?



*NIST Workshop 2023 - Affine Space Mappings in DES

Table 9. Selected best 16 mappings of affine spaces U of dimension 2 which can be mapped to

A an affine space W of dimension 2, classified by input linear spaces, we report how many times
K =0,...10 they are re-used in distinct affine spaces.
M 1.71 2.11 1.67 bits
_ DES S-box s"DES S-box S#DES S-box

DMI = A [OT[02][T]2 3[4 ]5[6[7 [B|[UT[02)[ TRPT4 B[6 [T[8|[U1[02][T[2[3[4[5 [6[7]8
T4 [T3-1=1T=[7]-I[T[2 |[2BBT6 RT4 RRI[ T [ 2 |[-[-]--[3[2[T]2
a PRECISE and RELIABLE L8 |1|2|5]a|3]5(5 |21 1]4 |[a]2]4]a 6|6 [2la]| 1 |4 |[1]3|-|2|-|-|1]-
_ _ Lle||1||=]|-|2|-[5(3]| 1 | 8 ||514]5|3 [a|3 |6]2]| 1|6 [[1]1]2]3[2|1]-|2
measure of quality of ciphers! LLE|5[t[t|af1|1]~|~|[2 |4 ||6lale|6 (8|4 |ala]| 1|8 |[3[3[3[3|4[4|-|3
2 (4 1(|4]7(3]4]|—(4]|4|6(|2|5||4/88/10[2/10/4(8(| 2 |4 ||6]5]|5|3[3|4|8]|6
218 ||1—(2(3(4]-|1|——l|2|8||SRRITI|I31213{|2 |5 |[-(1]|1]—]|1(2(1]3
. - ) 314 312(4(1(1|12(—=||3 |4 ||4416|24(4(6]12||2 |C|[2(-|2|3]|1(2]|1]2
note: the more repetition, like 8 30s ll=l=lal=l1l2l211ll3 [5 ll2kl6l2 68 2l6ll 3 |5 ll1l212l112|1]1=I3
or 10, the more we approach the (8 ([afufr|a|r|afa|n]|3[8|[4[3/6]3[3|1[aa]|3|8][1]|3]|3]1|-|-|2]-
concept of “space trails” 3(C|3[-|2[4]1]2]2]-||4 |8 ||ala|1|3 |53 213]|3 [p||1]|2[3|4]|2]2[3|1
3(D||—|2(5]4|1(3|1|3||5]|8]||5]3]2|14 3|4 |4(6(|4 |8 ||3|1|-|—|3]|1|-]|2
4 [A||4(3]|1]|—(2]1|1|1|[S|A|(2134|5(1|2|316(|4 |A|(3[2—|1([1|3|-|-
S|1A|3(2(=|—=[2]=|2|1||7 |8 ||4|714|3 4|7 (8|12||4 |B|[1|—=|3]|4|2(|-|—]|2
S|BI2(4(3[|4(2(4[2(4|[7 |9 ||1K45|—13(41313|]|S|A||l1[1(1]|3(4]3(|2(3
6 |B||3[1|1(4|3|—|1(2||7 |A||—=[716|3|1|6]2/4||S5 |B|[1]|2|4]|4]|4(2(3]|2
T|IB(|312(—|4(2]2|13|12||7 |B||3B5|=R[5|5(1]|7 [B]||3|2|4]-|—]|2|—|]

total 255 total 505 total 236

Example:
Compare 3 versions of DES on DMI = prediction of

DMI and LAT-2 mappings. # of LAS-2 forbidden mappings



Random Permutations, APN and Ascon S-box

A new way of classifying S-boxes from strong to weak on a 2D scale.

Ml
= super-wea
average cak
15 RP -.T-‘T(—-"——u—r_.‘_.* stron )
weak keys 9 a* x2 Fides

. permutations in GE_AES

0.5
log[2] of probability for RP
0
0 2 4 6 8 10 12 14 16 18 2-20 2-42

CLAIM: we need to contemplate the which separates the Ascon S-box (MI=1.91) and an ideal S-

box not in terms of differential and linear properties (the distance seems small) but in terms of:
 How hard it is for a RP to move to this area - close to impossible!
« The combinatorial explosion of undesirable properties [previous slide].

linear
functions

27



*Some Thoughts on
Cryptanalysis
of Ascon



Ascon Cryptanalysis Agenda

» We claim that there exists a ROBUST transparent way for evaluating a security of a cipher seen as
a communications channel trying to maximize the “channel capacity”.

* Methodology:

» showing how attacks can be modelled
as a union of small scale

“combinatorial events”

(which exist in small finite numbers because the S-box is tiny)

Ascon NIST specification

P1Cy Pt Cea

O >

o
o

=

IV||K||N 0||K'
Initialization Associated Data Plaintext Finalization

eprint.iacr.org 2016/490

Table 10: Summary of attacks on ASCON.

Type Rounds Time Method
Key Recovery | 6/12 266 Cube-like
Key Recovery | 5/12 235 Cube-like
Key Recovery 5/12 236 Differential-Linear
Key Recovery 5/12 258 or 212799 | Truncated/Improbable
Key Recovery 4/12 218 Differential-Linear
Key Recovery 4/12 348 Truncated/Impossible
Forgery 4/12 2101 Differential
Forgery 3/12 233 Differential




nb. of active bits

] ] ] at output!
Modelling Ascon as a Communications Channel
Cipher Te d
For 9 years Ascon was studied and seems very secure. All because of “strong diffusion”.
Any simple perturbation expand very quickly. ASCON [ng_}_lﬁ] 3 208
Game over = no hope to attack Ascon???
GIFT [Ban+17] 3 60
It should be critical to consider attacks that AGGREGRATE input perturbations. _
KECCAK [Ber+11] 2 546
PRESENT [Bog+07] 3 43
. . PRIDE [Alb-+14] 2 31
[Tezcan 2014] simple input Aval7l” 5
Table 2: Undisturbed Bits of ASCON’s S-box. difference QARMA [Aval7] 36
Input Output Input Output Grassi, Rechberger and Rgnjom, 2016,
Difference | Difference ||| Difference | Difference Subspace Trail Cryptanalysis
00001 21727 10000 21072
00010 12771 10001 10271
00011 2770? 10011 02720
00100 7?7110 10100 071?27
00101 177272 10101 7771
00110 27971 10110 19997 ® F ®
00111 0271? 10111 770
01000 77117 11000 77177
01011 27717 11100 22077 !
01100 77007 11110 177? Vl EB a VE %B a
01110 70777 11111 20777
01111 21207 .




Philosophy : Aggregate Perturbations

« Can several perturbations converge somewhat? Attacker does either A or B.

« We need to improve the “channel capacity” to increase information conveyed
or the likelihood of detection.

(<

A
Objects

5
£
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A Known Problem - Analogy with Optics

Not if we have TOO many sources!

Must restrict the input diversity.

Wide Open Aperture Stopped Down Aperture

R
.

a better transmission channel!

32



Ascon S-Box - Proof of Concept

best =
Ent( oD ) = 2.00 bits when x-y=4
Ent( oD ) = 2.00 bits when x-y=12 ‘ av. OUtpUt A Ent = 2.00 bits
Ent( oD ) = 2.00 bits when x-y=16
Ent( oD ) = 2.00 bits when x-y=17

single differences _
VS, we compute the entropy for the output difference

quadruple differences

Stopped Down Aperture

We gain something: jl

Ent( oD ) = 3.69 bits when x-y \in {1,3,16,18} av. OUtpUt A Ent = onIy 3.69 bitS
Ent( oD ) = 3.69 bits when x-y \in {4,8,20,24} Instead Of 4 blts

Ent( oD ) = 3.66 bits when x-y \in {5,16,17,21}

|



Executive Summary:

Many cryptanalytics attacks can be MAPPED to combinations of discrete combinatorial events
which are pure information theoretic events:

=>union of small scale undesirable local linearity properties.

We claim that Ascon/Keccak are unnecessarily weak:
1.  Low DMI. Many tiny S-boxes are somewhat inherently weak: like 42 => 122 bits of Mutual Information
2. Rotation Symmetries

3. Quadratic S-boxes => Several holographic properties

Open problem: is there a better S-box?

* lower HW cost and low depth (possibly avoiding any XORs which are slow).

* is easy to protect against SCA...

« has a much lower DML... and has zero or “near zero” of undesirable linear mappings.

* has higher LSS dimension>2 leading to much greater fragmentation and less alignment [Thm 4.] in linear
approximations compared DDT and Tezcan Undisturbed Bit properties.

34



More/
Stronger
Linearization

v

U=

ep



key concept In
Differential-Linear Attacks:

-connectors / connectivity tables

. produce
linear relations at 2 outputs




key concept In
Differential-Linear Attacks:

-connectors / connectivity tables

. produce
linear relations at 2 outputs
constrained by a set of states




Background

[Grassi, Rechberger and Ranjom, 2016]
Subspace Trail Cryptanalysis




Eurocrypt 2017=2017/128 [16]= Qiao, K., Song, L., Liu, M., Guo, J.: Eurocrypt 2017

def:
LAS = Linearizable Affine Subspaces
Definition 1 (Linearizable affine subspace [16]). Linearizable affine subspaces
are affine input subspaces on which S-box substitution can be re-written as a
linear transformation. If V denotes a linearizable affine subspace of an S-box
operation S(-), Yx e V,S(z) = A-x + b where A is a matriz and b is a constant
vector.
MAXIMUM LAS
SIZE
POSSIBLE
in Ascon/Keccak
= 4 points
(10001 \ (0 .
00100 0 ?CANNOT IMPROVE?
y=110000|-2+]0 (9)
10011 0
\11000/  \1)
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New definition eprint.iacr.org/2024/802
f:
LSS = Linearizable Sub - Sets

Definition 4 (LSS = Linearizable Sub Set). Let 5 be an S-box on k bits.
We call LSS or Linearizable Sub Set any set of points V' such thal

de

Sr|l=A-x+c Vrel

MAXIMUM LSS
SIZE
POSSIBLE
Example: A,,={0,3,4,12,16,17,19,20,21,29,31} in AS??”/K_efcak
= 11 points
- - huge improvement
(yﬂ\ 10110 (0\ from 4 points
Y9 = 101111 '($0,$1j$2,$3j$4)@ 1
\va/ 01011 \0)
epr|nt|acrorg/2024/802pdf For example with input 4 = 00100 = x20rlr223rd we get output 26 = 4

11010 = ylyly2y3y4 in binary where z4/y4 represent the least significant bit.



Cloning =
Super Strong
Properties of
Quadratic
S-boxes

U200y

ep



Holographic Property - Cloning Our Team of 11

Yo
Y1
Y2
Ys
Y4

(10110] 0
10111 0
=|101111]}- (130,131,132,273,274) &>, 1
11100 0
01011 0

A,,={0,3,4,12,16,17,19,20,21,29,31}

EASY TRANSFER:

by translation with a constant!

Yo
Y1
Y2

‘[ ) #‘ ' Y y3

-~ L A

= R A Ya
LI 5 4y

FACT: each such property
has many " clones” which cover
the WHOLE space uniformly.

(01011]
11101

=(01110
01111

110010

B,1={5,7,9,10,11,14,15,22,25,26,30}

) (ZE{),QS’l, $2:$3:$4) S

— = = = =
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How is this possible???

For a non-linear function simply CANNOT duplicate a property by a simple translation...

Yes, you can, with a different matrix B.

F

V

linear approximation
for the whole S-box
holding for 11 points

FIV]
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Holographic Property - Quadratic S-boxes

Surprising?

8 A General Result for all Quadratic S-boxes
We recall that we call LSS or Linearizable Sub Set any set of points V' such that
Flx]=A-z24+a VeV

Theorem 3 (Translation Invariance of LSS for All Quadratic S-boxes).
Let F' be a quadratic S-box on k bits. If there exists a set V' forming an LSS5-k
property for F|[| for some integer |S| = k > 0, then for any affine constant d
the shifted set V & d also forms another distinct LSS-k property, i.e. there exists
another matriz B and vector b such that:

Flzg]=B-z+b VreVad

Proof: we use the polar form of a quadratic form. See the paper.
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*Summary:

1.
2.
3.
4.

Large DMI => more linearization properties with a vector and a matrix
We relax previous notions => STRONGER and larger S-box approximations of size 11
For MQ S-boxes these properties can ALWAYS be cloned to obtain many other similar properties

Applications: differential-linear attacks, polynomial invariant attacks, etc.
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Holographic Property - Level 2
Translating whole configuration by 7.1 A Level Two Theorem for all Quadratic S-boxes

Initially it might seem that this type of extensions of our result would be trivial.
After all, if we had say a configuration of four LSS of size say 5+11+5+11,
which definitely exist for Ascon, we can shift all these sets of points by a common
constant a, and Thm. 2 says it will be again four LSS properties of the same size.
However until now our theorem was existential, it just says that a certain matrix
exists, and as such it cannot possibly gunarantee that these matrices would form
an affine space of a surprisingly small dimension, related or equal to the initial
(small) dimension. If this happened this would be either accidental, or it needs
to happen due to a deeper next level theorem. This result is new and was not

published before.

Theorem 3 (Translation Invariance of LSS Dimension for MQ S-boxes).

v Let F' be a quadratic S-box on k bits. We assume that for a certain D there ex-
ist a set of LSS properties V; such that the associated matrices A; lie inside an
affine space, and the sets V; cover the whole space (not always disjoint). Then
for any constant a (same for all sets) the shifted sets a®V; also cover the whole
space and there exist a set of associated matrices A forming an affine space of
dimension at most D.

47



*Longer Conclusion
cf. our document: https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf

3x weakness

[—

&)

Executive Summary for NIST. In our full report (same title) we read:

. Every S-box can be linearized to some extent, best result=LSS-11.
. Ascon/Keccak S-boxes are outliers exhibiting vast quantities of surprisingly

large size and highly regular simultaneous linear approximations.

. LAT, LSS and DDT sets in Ascon/Keccak interact very strongly and exhib-

it very high levels of regularity and a plethora of remarkable identities cf.
Sections 3.2, 3.4, 4.1-4.4, 5, 6, 7.1, 8.5 and 9.X in [CoAmFo24].

. Large LSS properties form super-structures stable by translation covering

the whole space such as 114+11+114+10 with DDT and UDB alignment.

. We don’t have an attack (or not yet) but we have a concern.
. We suggest that Ascon should be upgraded and use S-boxes which are

neither rotation symmetric nor quadratic and have a lower DMI value.
This should be possible without significantly impacting Ascon speed and
resource needs.


https://csrc.nist.gov/files/pubs/sp/800/232/ipd/docs/sp800-232-ipd-public-comments-received.pdf
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