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The Fiat–Shamir Transformation

A public-coin interactive proof between a prover  and a verifier .P V

P ⋮

f

$

$ π

A hash function.

V

Fiat–Shamir is an umbrella term for multiple transformations.

[FS87]
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The canonical Fiat–Shamir transformation for multi-round protocols. 



5

fi ℳV,i*n
2 × ℳP,1 × … × ℳP,i

What Kind of Random Oracles?

The canonical Fiat–Shamir transformation uses  random oracles.)

is the instance size bound  n ≥ ∣ " ∣

 is the -th prover message spaceℳP,i i

 is the -th verifier message space.ℳV,i i
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Limitations
of the canonical Fiat–Shamir transformation.

Design Mismatch

Cryptographic hash functions rely on blocks of fixed length.

Quadratic Blowup

The -th query is contained in the -th query. The overall query size is i (i + 1)

) ⋅ len(") + ∑
i∈[)]

() − i + 1) ⋅ len(αi) = Ω()2)

In canonical variant: .*n
2 × ℳP,1 × … × ℳP,i → ℳV,i

In real world: .Σm → Σn
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The hash-chain Fiat–Shamir transformation for multi-round protocols. 
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fi

For i = 2,…, )

ℳV,iℳV,i−1 × ℳP,i

f1 ℳV,1*n
2 × ℳP,1

Oracles in the Hash-Chain Variant

Design Mismatch:
Oracles still depend on message spaces.
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Neither canonical 
nor hash-chain 

is used in practice
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compression functions

F*2n
2

*n
2

In practice:
permutation functions

pΣn Σn

ex: SHA256, BLAKE2

ex: Keccak-f, Poseidon

Unclear what are the security guarantees of modes of operation on top of these.
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So... what do people do in practice?

11
There's no rigorous analysis of any of these Fiat–Shamir transformations.

zkcrypto/merlin

dalek-cryptography/bulletproofs

starkware-libs/stwo

signalapp/libsignal

arkworks-rs/crypto-primitives

ConsenSys/gnark

IrreducibleOSS/binus

succinctlabs/plonky3

ing-bank/zkrp

sec-bit/ckb-zkp

sdiehl/bulletproofs

dusk-network/plonk

iden3/snarkjs

Sponge API for Field Elements

How to prove yourself

2020 2023

How to prove false statements

1987

draft-yun-cfrg-arc

2012

RFC 9497 

RFC 9591 
draft-irtf-cfrg-bbs-signatures

draft-google-cfrg-libzk

2017 2018

Weak Fiat-Shamir Attacks on Modern Proof Systems

2025

How not to prove yourself Helios

How to fake zero-knowledge proofs, again Belenios)

How not to prove your election outcome Scytl/SwissPost)

20242003

STROBE protocol framework

On the (in)security of the Fiat-Shamir paradigm

20222021

trailofbits/decree

Implementors have been left developing heuristics for themselves. 

PolyhedraZK/Expander

anza-xyz/agave

attack papers
open-source implementations
standards
frameworks

https://merlin.cool
https://github.com/dalek-cryptography/bulletproofs
https://github.com/starkware-libs/stwo
https://github.com/signalapp/
http://github.com/arkworks-rs/crypto-primitives/
https://github.com/ConsenSys/gnark
https://github.com/IrreducibleOSS/binius/
https://github.com/succinctlabs/plonky3/blob/main/challenger/src/lib.rs
https://pkg.go.dev/github.com/ing-bank/zkrp
https://github.com/sec-bit/ckb-zkp
https://github.com/sdiehl/bulletproofs
https://github.com/dusk-network/plonk
https://github.com/iden3/snarkjs
https://eprint.iacr.org/2023/522
https://mit6875.github.io/PAPERS/Fiat-Shamir.pdf
https://eprint.iacr.org/2025/118
https://datatracker.ietf.org/doc/draft-yun-cfrg-arc/
https://datatracker.ietf.org/doc/draft-google-cfrg-libzk/
https://eprint.iacr.org/2023/691
https://eprint.iacr.org/2016/771
https://inria.hal.science/hal-02928953/file/final.pdf
https://ieeexplore.ieee.org/document/9152765
https://eprint.iacr.org/2017/003.pdf
https://dl.acm.org/doi/10.5555/946243.946302
https://github.com/trailofbits/decree
https://github.com/PolyhedraZK/Expander/
https://github.com/anza-xyz/agave/


12

Our Contribution
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A Fiat–Shamir transformation from ideal permutations

Open-source implementation.
Formal analysis  

with precise security bounds.

! </>



duplexing

absorb

14

Duplexing the sponge

Let  be a permutation function.p : Σr+c → Σr+c

p p
⋯

r

c
⋯

Absorb prover messages.

Squeeze verifier messages.

absorb

p

input 0.. r input[ .. ] r 2r

squeeze

p p
⋯

⋯

output[0.. ] r output[ .. ] r 2r

[BDPV11]
[BDPV07]

rate

capacity
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 for multi-round protocolsDSFS[34]

calls to 

α1

r
p

 calls to 

ρ1

r
p

 

calls to 

∑
i∈[)]

⌈
|αi |

r ⌉ + ⌈
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Proving security

(knowledge) 
soundness zero-knowledge

[malicious prover] [malicious verifier]

 εsrsnd + O
t2

Σ
c εhvzk + O

t

Σ
min(c,δ)

", π ⟹ $ #(", $) ≈ 7(")

where  is the number of queries by adversary to .t p

In an oracle model where  is an ideal permutation:p : Σr+c → Σr+c

 is the privacy parameterδ

17
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Attacks on the Duplex Sponge

Collisions Inversions Temporal Disorders

p

p
p p

beforeafter
p−1

19
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Soundness
", π ⟹ $
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Knowledge) Soundness

(", π) ← #̃p,p−1

 valid and π " ∉ ℒ

p ← <=

 such that  valid and $ ← ℰ(", π, ?@) π (", $) ∉ ℛ

•Soundness:

  such that  valid and $ ← ℰ(", π, ?@, #̃) π (", $) ∉ ℛ

•Straightline Knowledge Soundness:

•Rewinding Knowledge Soundness:

?@



round-by-round 
soundness of 34

soundness of DSFS[34] soundness of FS[34] state-restoration 
soundness of 34
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Proving soundness: strategy

time and query complexity affect security!

p ← <=

(", π) ← #̃p,p−1

f1, …, f) ← <IP

(", πstd) ← #̃
⃗f

std P̃SR

BCS16

special soundness 
of 34

[this work]

AFK22

CY24

CMS19

Holmgren19



p ← <=

(", π) ← #̃p,p−1
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Proving soundness: main lemma

We seek a reduction  such that:#std

?@

f1, …, f) ← <IP

(", πstd) ← #̃
⃗f

std



p ← <=

(", π) ← #̃p,p−1

f1, …, f) ← <IP

(", πstd) ← ReduceP(#̃)
⃗f

24

Proving soundness: main lemma

≈

where:

Find ReduceP  and ReduceT  such that: 

bstd ← %std(", πstd)b ← %(", π)

?@std ← ReduceT(?@) ?@std

?@ ?@std↔

Additive error: .O
t2

Σ
c



p ← <=

(", π) ← #̃p,p−1

f1, …, f) ← <IP

(", πstd) ← ReduceP(#̃)
⃗f

25

Proving soundness: what about indifferentiability?

?@std ← ReduceT(?@) ?@std

?@ ?@std↔

⚠ Indifferentiability + hybrid argument yields error  ⚠| ?@std | ⋅ ϵind ≤ t ⋅ O(t2/ |Σ |c )

≈

With indifferentiability, we would incur in a cubic additive error: .O
t3

Σ
c
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Zero-Knowledge
#(", $) ≈ 7(")
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Zero-Knowledge

p ← <=

(", $) ← Ep,p−1

π ← #p(", $)

b0 ← Ep,p−1
(π)

Real-world prover

(π, μ) ← 7p,p−1
(")

b1 ← E(p,p−1)[μ](π)

Ideal-world simulator

≈

In the explicitly programmable ROM
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Recall: the canonical Fiat–Shamir transformation for multi-round protocols. 
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The canonical Fiat–Shamir transformation for multi-round protocols with salts for zero-knowledge.

%( )
P( )

#( )

V( )

f1

f2

f3

f)

", α1, τ1

", (α1, τ1), (α2, τ2)

", (α1, τ1), (α2, τ2), (α3, τ3)

", (α1, τ1), …, (α), τ))

",", $ π
", $

",

Parse  as π (α1, τ1)…, (α), τ))

Derive IP randomness:

", τ1, α1

", (α1, τ1), (α2, τ2)

", (α1, τ1), (α2, τ2), (α3, τ3)

f1

f2

f3

", (α1, τ1)…, (α), τ)) f)

⋮

ρ1 ∈ ℳV,1

ρ2 ∈ ℳV,2

ρ3 ∈ ℳV,3

ρ) ∈ ℳV,)

⋮

(α1, …, α)), (ρ1, …, ρ))
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Our Duplex-Sponge Fiat–Shamir transformation for multi-round protocols. 
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Proving zero-knowledge: what about indifferentiability?

π ← #p(", $)

b0 ← Ep,p−1
(π)

Real-world prover

(π, μ) ← 7p,p−1
(")

b1 ← E(p,p−1)[μ](π)

Ideal-world Simulator

2. we would incur in a quadratic additive error .O
t2

Σ
c

1. The simulator must reprogram the random oracle.

Indifferentiability is insufficient.
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Converting from/to the permutation domain
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Codecs
Map from/to permutation domain

αi

ρi

Absorbp(αi)

duplexing

Squeezep(ℓ(i))

φi

ψi

codec

encoding map

-biased mapsε

left inverse impacts extraction time. 
injective

Must allow for preimage sampling. 
 is -close to uniform. ψ ∘ G ε



φ1

ψ1

codec
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Example:
A codec for Schnorr proofs

ρ ∈ *

Absorbp(α1)

Squeezep(ℓ(1))

duplex

C ∈ {0,1}log q+1

̂ρ ∈ {0,1}log p+λ

C ∈ H

‣  

‣
(Cx, Cy) ∈ *2

q

C := Cx ∣ ∣ sign Cy

we prove the bias is 2−λ

‣ ρ := ̂ρ mod p
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Actual security bounds
Taking into account codecs

knowledge soundness:

zero knowledge:

 εsrsnd + O
t2

Σ
c

εhvzk + O
t

Σ
min(c,δ)

 +O(t) ⋅ max
i∈[)]

εcdc,i

 +∑
i∈[)]

εcdc,i
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Implementation
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Implementation
The software stack of github.com/arkworks-rs/spongefish 

Codec Maps

trait FieldToUnit<F: Field>trait GroupToUnit<G:Group>trait UnitToBytes

Ongoing IETF call for adoption! #

NARG

struct ProverState struct VerifierState

struct DuplexSponge<P: Permutation>

trait Permutation<U: Unit>

trait Unit

Clone +  
Sized +  
Zeroize

http://github.com/arkworks-rs/spongefish
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struct ProverState

pub fn rng(&mut self) -> &mut (impl CryptoRng + RngCore)

pub fn narg_string(&self) -> &[u8]

Provide the private random coins of the prover using also the witness' 

entropy.

Offer (inter-operable) proof serialization.

!Clone, !Copy
Does not implement copy to prevent accidental leaks.

Implementation: some perks

https://arkworks.rs/spongefish/spongefish/struct.ProverState.html#method.rng
https://arkworks.rs/spongefish/rand_core/trait.CryptoRng.html
https://arkworks.rs/spongefish/rand_core/trait.RngCore.html
https://arkworks.rs/spongefish/spongefish/struct.ProverState.html#method.narg_string
https://doc.rust-lang.org/nightly/std/primitive.u8.html
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let k = G::ScalarField::rand(prover_state.rng()); 

let K = P * k;

prover_state.add_points(&[K])?;

let [c] = prover_state.challenge_scalars()?;

let r = k + c * x; 

prover_state.add_scalars(&[r])?;

Ok(prover_state.narg_string())

K

c

r = cx + k

k ← *p

K = kG

Example: Schnorr proofs

DL(G, X) = NIZK{x : xG = X}
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sigma.zkproof.org/fiat-shamiria.cr/2025/536

! ⚙</>
arkworks.rs/spongefish

A Fiat–Shamir transformation from Duplex Sponges

http://sigma.zkproof.org/fiat-shamir
https://ia.cr/2025/536
http://arkworks.rs/spongefish
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Open problems

Supporting legacy hash functions

Is it possible to expose the same Absorb/Squeeze API from older hash functions?

Strong Indifferentiability

We have ongoing work for a variation of in differentiability that would suffice for knowledge soundness and zero-knowledge.

Universal composability
Is it possible to prove universal composability in the global "ideal permutation" model (in analogy to GROM? 


