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The x, Operation

m Invented by Joan Daemen (Ph.D. thesis)
m Implementation: easy to mask & high performance

m Applications: Keccak, Ascon, Rasta, Subterranean 2.0

Definition 1

For an odd integer n > 3, the n-bit nonlinear transform
Xn : F§ — F7 is defined as

Yi = Xj + Xiz1Xi42, | € [0, n— 1] (1)

where X = (xg,...,x,—1) and Y = (yo,...,yn—1) are input and
output bits, respectively.
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The Inverse of x,

B Proof of invertibility: seed-and-leap (Daemen’s thesis)
m Seed: Find an index j such that yj 1 = 1. Then, x; = y;.

m Leap: If x; is known, x;_» can be found. Since n is an odd
number, all (xj)o<i<n—1 can be found by repeating this step.

B Correctness (from an algebraic perspective):

Yji-2 = Xj—2+ Xj—1Xj,

Yi-1 = Xj—1+XjXj41,
Yj = X+ Xi1Xt2,

Yi+1 = X1+ Xj2Xj43,

Seed: X1 = Xj2x43 if yjp1 =1 = Xix0 =0
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The Inverse of x,

Degree of x,; 1 : (n+1)/2 (AC 2014, Biryukov et al.)

L (X07X17 s 7Xn71) — (YO»)’la o aynfl)

2. for 0 < i < 221 do

3 X(n—2)i £ X(n—2)i T X(n—2)i+2 " X(n—2)i+1
4: end for

5: return (X, X1, .- ., Xn—1)

!Cryptographic Schemes Based on the ASASA Structure: Black-box,

White-box, and Public-key
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The Inverse of x,

A small example for Xgl:

i=0:  xo=y0+ Yy,
=1 x7=yr+ xYs,
I1=2: X5 =ys5+x7Ye,
i=3: X3 = Y3+ X5ys.

Hence, the expression of x3 in terms of Y is

x3 = y3+ (y5 + (y7 + (Yo + y2¥1)¥8)¥6)Va-
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The Inverse of x,

How the algorithm ends for Xgl:

i =4: X1 = y1 + X3y,

I=5: Xxg=yg+ x1Xo,
I=6: Xo= Yo+ XgX7,
I=T7:  X4=y4+ X6Xs,
I=8:  xo=yr+ xs4x3,
I=9:  Xxo=yo+ xxi,
i=10:  x7 = y7+ xoXs,
i =11": X5 = Y5 + X7X6-
The order to compute (xp, ..., Xs) :

X3 —> X1 —7>Xg—> X —> " —> X7 — X5.
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The Inverse of x,

No explicit formula and the corresponding proof.

Too long to write down? (degree: (n+ 1)/2)
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Motivation

Degree = 2" 71 + 1

Degree = 2771 /
Forwards

> a7

An efficient way to find low-degree equations for r-round Rasta?:
n—1
P(Y)+> xLi(Y)+c=0,
j=0

where Deg(P) <271 41, Deg(L;) <1 and c € F; is a constant.
2 Algebraic Attacks on Rasta and Dasta Using Low-Degree Equations
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Observations

Low-degree equations found via experiments/observations:

= Xi+VYit1Xiv2 + Vi,

= yir1(xi +yi),

Yi+3(Xi +yi + Yit2Vit1),

= Yiys(Xi + Xig2 + Vi + Yit1Vit2 + Yit1YitaYita),

= Yir7(Xi + Yi + Yit6Yits Yit3 Yit1 + YitaYit3 Vi1 + YiroVir1)-

o o o o o
Il
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Observations

Observation 1

All these 5 polynomials belong to the ideal Z = (fy, ..., fr—1),
where

fi = yi+ xi + YigiXit2. (2)

Note that f; = 0 is a low-degree equation, i.e. f; = 0 holds for all
(X, Y) satisfying Y = xp(X).

More such (linearly independent) polynomials in Z7
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Observations

Why do we need these polynomials?

Note that for a polynomial p; € Z, by definition of an ideal, there
must exist polynomials hg, ..., hp—1 € F2[X, Y] such that

and hence p; = 0 holds for all (X, Y) satisfying Y = xpn(X).
Especially, if p; is also of the following form

n—1
P(Y)+ > xLi(Y) +c,
j=0

it can be used for attacks on Rasta.
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Observations

Initial Idea

Consider x;y;1; and use the division algorithm to compute the
remainder of x;yit;/(fo, ..., fa1).

m case 1. j = 2t.
m case 2: j =2t + 1.
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Observations

Small examples (case 2): i =0,/ =2t+1=7
xoy7/{fo, fi, ..., fa—1), n>0.
The procedure? is to iteratively compute N1 and R;:
Ni = QiDj+ Nit1+ R;,
where
No = xoy7, Di € {fo,....fa—1}, Ri € Falyo,y1,... yn1l.

Then, we know Ng + Z}:o R; € T if finally Niy1 =0, i.e. we
expect that the remainder will finally be in Fa[yo, y1, ..., Yn-1].

3N; : numerator, D; : divisor, Q;: quotient, Nj+1 + R;i: remainder
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Observations

i N; | D; | & | R
0] Xoyr [h=x+xm+x+w| v | vy
1] Xoy1y7 + xeyr | h=x+xy+xa+y | vy | yen
2 ‘ X2y7 + Xay1y3yr + Xay1y7 ‘ f=xo+xy3+xa+y2 ‘ yr ‘ Yayr
3 KNLYSYT XN fo = X4 + X5 + X6 + Ya ‘ yiysyr ‘ Yysyayr
+Xay3y7 + xay7
4 XayLyr + xaysyr +xayr fa = x4+ Xey5 + X6 + ya ‘ yiyr ‘ yiyayr
+X6Y1Y3YsY7 + X6Y1y3y7
5| YT Ay b Xeyysysy fa = x4+ Xey5 + X6 + ya ‘ y3yr ‘ y3yayr
+X6y1y3y7 + Xey1ysyr + Xey1y7
Xay7 + X6Y1Y3Y5Y7 + X6y1Y3y7
6 +X6y1Ysy7 + Xey1y7 fa =X+ XeY5 + X6 + ya ¥ yay7
+X6y3ysyr + X6y3y7
X6Y1Y3YsY71 + XeY1y3y7
T | +xey1ysyr + Xey1y7 + xeysysyr | fo = Xe + Xeyr + X + Yo | yLY3¥sy1 | Y1YaYsyeyr

+X6Y3Y7 + XeYsy1 + Xey1
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Observations

N;

| D; | & | R

8 | +Xey1y5y7 + Xey1y7 + X6Y3Ysy7

X6Y1Y3y1

+X6Y3y7 + Xeysyr + Xey7

fo = X6 + Xey7 + Xg + Y6 | Y1y3y7 | Y1y3Yeyr

X6Y1Y5Y7 + X6Y1Y7 + X6y3Ys5Y7

9 fo = Xg + Xgy7 + xg +
‘ L X6Y3y7T + XoYsy7 + Xoy7 ‘ 6 6 8Y7 8 T Y6 | Y1Y5)7 ‘ Y1YsYeyr
X6y1Y7 + X6Y3Ysy1

10 fo = X6 + xgy7 + xg +

‘ T X6Y3y7 + XoYsyT + Xoy7 ‘ 6 6 8Y7 8T VY6 | Yiy7 ‘ YiYeyr

X6Y3YsY1

11 fo = X6 + Xgy7 + X8 +

‘ Txey3yr + X6ysyr + Xey7 ‘ 6 6 8Y7 8 T Y6 | Y3YsY7 | Y3YsYe)1
12 | Xey3y7 -+ XeYsy7 + Xey1 | fs=xs+xeyr +xs+y6 | yayr | yayeyr
13 | X6Ysy7 + Xey1 | fs=xo+xeyr +xs+y6 | ysyr | yoyeyr
14 | X6Y7 [ s=xs+xeyr+xs+ys | yr | yowr
15 | 0 \ \ \
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Observations

Xoy7

where

+ o+ 4+ +

yzfo

(viyr +y7)f

(yiysyr +y1yr + y3y7 + yai)fa

(Y1y3ysy7 + y1ysy7 + y1ysy7 + yiyz + ysysy7 + ysyz
ysy7 + y1)fe + rn,

= Y

= (ywr+yr)y

(yiy3y7 +y1yz + ysy7 + y7)ya
(viysysyr + yiysyr + yiysyr

y1y7 + yaysyr + yayr + ysyr + y1)¥e-

+ o+ o+
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Observations

Small examples (case 1): i=1,j =2t =4

X1}’5/<f0, ﬂa ey f6>

i N; | D; | Qi | Ri
0] X1Y5 | A=x+xy+n | Y5 | s
1| X3Y25 | =x3+xYa+ys | Y2Y5 | vayays
2| xwmyays | fh=x+tx¥tys| Wvays | Vavays
3] xoyavays¥e |h=xo+txyity| YVavays¥e | yo¥a Vays¥e
4] A VEVaysYe |h=xetxaVity| ViV:vaysve | 0
5| iV Vayse | fa=xa+x¥s+ya | AVaVaVays¥e | O
6| 0 \ \ \
X1Ys = Y1¥s5 + Y2¥3Ys + Y2 Yays + YoY2 YaYsYe

= ys(y1 +Yoy3 + Yays + Yo¥2 ¥a Ye)
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Observations

m Studying the remainder of x;yji2t11/(fo,. .., fa—1) may give
us the formula of low-degree equations for Rasta.
m Studying the remainder of xjyjto:t/(fo,. .., fa_1) may give us

the formula of y ;1.

If the formula of x, ! is known, we should be able to know what
xiyj exactly is for any (1, ).
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Lemma

For a given pair (i, ) satisfying i,j € [0, n — 1], if there exist n + 1
polynomials rp i, ..., rmi € Falyo, y2, ..., ¥n—1] such that
n—1
Xyj = > rifc + i,
k=0

there must exist n + 1 polynomials

10,i415 -+« Fni+1 € F2[)/1;Y27 000 7.yn] such that
n—1
Xi—2yj = Z riivific + roivl-
k=0
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Proof

construct the term x;_oy;:

fiio = Xi—2+Xyic1+Yi-2,
Xi—2Yj yific2 + Xiyjyic1 + Yi-2y),
n—1

= yifio+ m(z reifc + i) + YieaYjs
k=0

n—1
= (y+Viari2i)fiat D> Vicirkife
k=0, ki —2
+  Yi—irni + Yi-2Yj-
Therefore, Lemma 1 is proved and we have

i+l = Yi—1tni+ Yi-2Yj-
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Let

h=(n-1)/2. (3)
Consider
Xi—1Yi/fi-1. (4)
Since
fici = Xi—1+Xi41Yi + Yi-1,
we have
ficiyi = Xi—1Yi + Yi-1Yi-
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Satisfy the condition of Lemma 1:

Xi—1Yi = XiyonYi = yifi—-1 + yi—1yi-

So, the remainder of

Xit+2h=2Yis -« s Xig2(h—j)Yis - - - Xit2(h—h—t)Yi = Xi=2Yi

divided by (fo, f,..., f,—1) must be polynomials only in Y.
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Let

n—1

Xiv2(h—j)Yi = Z rk,jfk + rnj, j € [0, h+ t]
k=0

The recursive relation in the Lemma:
Mnj+1 = Yit2(h—j)—1"nj T Yit2(h—j)—2Yi = Yi-2j—2lnj + Yi—2j-3Yi
where

rno = Yi-1Yi-
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B On the degree of rp :
m Deg(rno) =2, Deg(rn1) =3, ..., Deg(rnj) =2+j

B Low-degree equations are found:

0 = Xipohj)Yi + fnj = Xi—1-2jYi + I'nj,
J J
rnj = (Vici—2j+ Y Yi—ous1 | | Vican)yi-
u=1 k=u
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J J
Xi—1-2jYi = (Yi-1-2j + ZYif2u+1 H Yi—2k)Yi-
u=1 k=u

So,

J J
Xi—1-2j = Yi—1-2j + Zyi—2u+1 H Yi2k 77
u=1 k=u

When will the formula become stable 777
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J J
Xi-1-2j = Yi-1-2j T E Yi-2u+1 H Yi—2k
u=1 k=u

When j = (n—1)/2 = h, we have

h h
Xi—1—2h = Yi-1-2n + ZYI—2u+1 H Yi—2k
u=1 k=u

h h
- Xi=VYi+ ZYI—2u+1 H Yi—2k-
u=1 k=u
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h h
Xi=Yi+ Z Yi-2u+1 H Yi—2k
u=1 k=u

m initial analysis: Deg(r, ;) becomes stable when j > h, i.e.
Deg(rnj) =h+1=(n+1)/2 for j > h.
m this is the inverse of x, with a very high probability!
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B Why do we need to prove the correctness?

m Is the above deduction not tight?

Current Status
We proved that for any (X, Y) satisfying Y = xn(X), there is:

h h
Xiyivar = (Vi + > Yi-2us1 | | Vicok)Yitar (5)
u=1 k=u
We do not know whether
h h
xi=(yi+ Y Yieous1 | | Vicox) (6)
u=1 k=u

will always hold. At least, it is not so obvious.
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Proof ldea

Consider two equation systems E; and E; in terms of (X, Y):

Ei:yi = xi+Xgixiq2, i €[0,n—1],
h h
E:xi = yi+ ZYif2u+1 H Yi—2k, i €[0,n—1].
u=1 k=u

If V(E1) = V(E) where V(E7) and V(E;) denotes the set of
solutions to E; and Ej, the correctness is proved.

Trivial observations:
m |V(E)| =|V(E)| = 2" (size is the same).
m If V(E1) = V(E), the invertibility is also proved.
m If proved, Deg(x,;!)=h+1=(n+1)/2.
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Proof ldea

A common two-step proof:
m Step 1: prove V(E;) C V(E)
m Step 2: prove V(Ep) C V(E;)

B Direct proof: difficult
m introduce another equation system Ej:
E3: xi+yi +Yiqixita =0, i € [0,n—1].

m our finding: V(E1) =
m step 2: prove V/(E)

V(Es)\{17,0"}, i.e. V(E1) C V/(E3)
V(E3) due to {17,0"} ¢ V().
V(E2).

-
m step 1: prove V(E;) C
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Proving V(E;) C V(E3)

For any (X, Y) € V(Ez), we have

h h
Xio= Yit Z}/i—2u+1 H Yi—2ks
u=1 k=u

h h
Xit2 = VYiy2 T Z Yi—2(u—1)+1 H Yi-2(k—1)
u=1 k=u

h—1 h—1
= Yit2+ Z Yi—2u+1 H Yi—2k
u=0 k=u
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Proving V(E;) C V(E3)

h—1 h—1
Xi+2Yi+1 = VYit+2Yi+1 T Vi1 ZYI—2u+1 H Yi—2k
u=0 k=u
h—1 h—1
= Yi-2h+1Yi-2h t Yi-2h Z}’if2u+1 H Yi—2k
u=0 k=u

h h
= Z}/i—2u+1 H Yi—2k
u=0 k=u

h h h

= Yi+1 H Yi—2k + Z Yi—2u+1 H Yi—2k
k=0 u=1 k=u

= Xitvyi

*2h=n—1—=i4+2=i—2h+1 modn,i+1=i—2h mod n.
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Proving V(E;) C V(E,)

The proof is a bit long. Basically, it is based on the proof by
induction and proof by contradiction.
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Conclusion

m The formula of x; ! is found and can be written down in only
one line:

h h
Xi =Yi+ Z Yi—2u+1 H Yi—2k-
u=1 k=u

m Finding and proving x,; ! highly relies on the ideal
Z = (fo,...,fn—1). Underlying reasons? (unclear to me)

m Potential attacks based on this formula?
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