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This talk

¢ Introduction: provable security

® The evolution of bounds and full-state absorption
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Why provable security

Context: symmetric crypto

What we want:

Practical tools for all inputs
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Why provable security

Context: symmetric crypto

What we want:

arbitrary fixed
#of bits #of bits
| Message | 40—

Practical tools for all inputs
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Why provable security

Context: symmetric crypto

What we want:

Nonce AD
b b

K-l Enc

)

Practical tools for all inputs
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Why provable security

Context: symmetric crypto

What we want: What we know how to do (well):
| Message |#i‘$ MAC s
II\
K
Practical tools for all inputs Not directly applicable
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Why provable security

Context: symmetric crypto

What we want:

| Message

Practical tools for all inputs

arbitrary
#of bits

MAC

A

fixed
#of bits

What we know how to do (well):

=z

K —| AES | Fixed size (128 bits)

Not directly applicable

= CSem
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Why provable security

Context: symmetric crypto

What we want: What we know how to do (well):

Fixed size (e.g. 1600 bits)

arbitrary fixed

#of bits #of bits
Message ——>| MAC P> | Tag | ( v
| | ] I o sle

Practical tools for all inputs Not directly applicable

A

What we (usually) do:

A mode of operation:

e Use primitive as blackbox
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Why provable security

Context: symmetric crypto

What we want:

arbitrary
#of bits

| Message

fixed
#of bits

MAC [+>

Practical tools for all inputs

What we (usually) do:

A

X X
> L~2

1 n .
L_1<x— LU:EK(O ) X L1

\ J

0128 if | M| < 128}

L_q if [My,| = 128

What we know how to do (well):

Fixed size (e.g. 1600 bits)

Not directly applicable

A mode of operation:

[ My | [ | o (M, (7, ]
ELg @L, D Lntz(m—1)
Y '
o128 GB«-A GB“'A iB«-A J

pad
L ¥ i
EK EK EK

¥ 4 vy \
- ~d ~D— E i

e Use primitive as blackbox

¢ "l Out I
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Why provable security

Context: symmetric crypto

What we want: What we know how to do (well):

Fixed size (e.g. 1600 bits)

arbitrary fixed
#of bits #of bits

| Message | MAC | Tag | ( v
s o = U plsle

/I\
K
Practical tools for all inputs Not directly applicable
What we (usually) do:
I\.k”j\fl I |Uut| I
pad,. .o I e | |
| e { A mode of operation:
. (M a ‘ M M M e Use primitive as blackbox
=H—b— S— P D— " >
1 p p p p p
c
é \l L > — S — > — —_— —
1 N/ N/ N/ N N/
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

fori=1togq:
Al y

A i A

Messy ve AN\ 2
?9\\ \\,ff\-@
I Tag, & Z
reality g AN

J e

real or random
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack f
(here PRF security for MAC) Sits ,

1 MAC
fori=1togq:

Al 1)
K
a— M; N _/
L 4 J PN %
AN
X T
Tag; My 2,
6‘(}7 .
J %

real or random
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

fori=1togq:
A Mi A
2 AN\ %
A
Tag; e N\ 2
Z
\l/ (%

real or random

adversary has
Nno access here
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

fori=1togq:
M; 2
v PN <
2 N\
. fr
Tag; AN

6‘(}\'

Z
(%

real or random

Prove that

Pr[mode breaks|res.] < Pr|primitive breaks|res.] + f(res.)

‘\ “Advantage”
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Provable security

Security-bridge between the primitives and the modes

Fr(0) 22X wp, 2w, X e e

Mot if [M] < 128
Abstract model of an attack -+ /”“ bl ]
(here PRF security for MAC) DA B~
l
fori=1togq: & P4 D
Al y
A i P
L 4 J AN %
“ = EANE
6‘(}7
0 ©

real or random

\ 4

Prove that

Pr[mode breaks|res.] < Pr[primitive breaks|res.| + f(res.)

‘\ “Advantage”
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Provable security

Security-bridge between the primitives and the modes

L2 Lo=Fg(0") X, Xwf, X e e

My 012 i [ M| < 128} _|

— - Loy if My, = 128
AP Lntagm 1)
e ‘l T ]
™

Abstract model of an attack

i “"-&
(here PRF security for MAC)
|
fori=1togq: @ @e—4 m
A Mi P

e A\ 2

2 >

N

Tag, '7,% &
s,
N ®

real or random

\ 4

Prove that

Pr[mode breaks|res.] < Pr[primitive breaks|res.| + f(res.)

‘\ “Advantage”
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Provable security

Security-bridge between the primitives and the modes

_ Abstract model of an attack
Resources: (here PRF security for MAC)

¢ max comp. power

. fori=1togqg:
* max #of queries (q)
+ max #of total msg bits —— M, N\
2 N\ *
e etc. Tag, ’\\’“oa %,
6‘(}7'
%

real or random

Prove that

Pr[mode breaks|res.] < Pr[primitive breaks|res.] + f(res.)

R “Advantage”
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Provable security

Security-bridge between the primitives and the modes

_ Abstract model of an attack
Resources: (here PRF security for MAC)

* max comp. power
fori=1togq:

* max #of queries (q)
+ max #of total msg bits —— M, N\
S “Se

6‘(}\'

/?9 .

real or random F Secure If

f(res) ~ 0
for “reasonable’
’ resources

Prove that \

Pr[mode breaks|res.] < Pr|primitive breaks|res.] + f(res.)

R “Advantage”
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Interpreting provable security

[ Abstract model Construction F

Adv,~ PP (res.) < Pr[primitive breaks|res.] + f(res.)

Real world
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Interpreting provable security

computational #ot queries #of blocks 128-bit bocks in total

power

Advy" "°P(t, q, M) < Pr[primitive breaks|t, q, M| (q;ﬂg’)z

Real world
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Interpreting provable security

computational #ot queries #of blocks 128-bit bocks in total

power

Advy" "°P(t, q, M) < Pr[primitive breaks|t, q, M| (q;ﬂg’)z

Real world

fAssume it’s ~ 0\

based on

existing
\cryptanalysis! J
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Interpreting provable security

computational #ot queries #of blocks 128-bit bocks in total

power

Advy" "°P(t, q, M) < Pr[primitive breaks|t, q, M| (q;fz";’)z

Real world

a What is ) (Assume it’s~0\

acceptable? based on

(e.g. 2% existing
N8 J \ cryptanalysis! /
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Interpreting provable security

_ #of queries
computational

power

#of blocks 128-bit bocks in total

(g+M)?2

Adv~ "P(t, g, M) < Pr[primitive breaks|t, g, M| + T3

Real world

a What is ) (Assume it’s~0\

acceptable? based on

S (e.g. 2% . existing

,\\cryptanalysis! /

~

\_

How much data
processed with same key
to get desired security?

( Here (g+M)<232)

J

/

:: CSeMm i —
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Interpreting provable security

o CAVEAT: wsa0
Only valid if all assumptions in
,, the model are ensured! sta )
[ What
me key
acceptab
cd security?
S (e.g. 2% existing
cryptanalysis! ( Here (q+M)<232) J
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Ideal permutation model

[ Abstract model Construction F
\ b-bit

perm. p

Advy " (res.) < Pr[p breaks|res.] + f(res.)
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Ideal permutation model

no key

[ Abstract model Construction F A
\ b-bit\

perm. p

Advy " (res.) < Prlp breaks|res.] + f(res.)

No good
definition
exists
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Ideal permutation model

Ideal perm. model:

Pretend p is a Construction F .
random b-bit perm \ p:r-rl:tp
Adv}?[cb] PP(res.) < Prlp breaks|res.] + f(res.)

P €rna {7 :{0,1}* — {0,1}"|7 is a permutation }
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Ideal permutation model

Ideal perm. model:

Pretend p is a Construction F 4\ :
random b-bit perm b-bit
perm. p
sec. prop
Adv;. " (res.) < f(res.)

Real world

(A )

ssume best attack = use p as blackbox

based on

\ existing cryptanalysis! )
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Ideal permutation model

Ideal perm. model:
Pretend pis a
random b-bit perm

AdVES, 7P (res.) <

Construction F 4\

b-bit
perm. p

f(res.)

Real world

(A

ssume best attack = use p as blackbo

based on

\ existing cryptanalysis!

~

X

J

Include

N=ttof calls to p,p

\ in the resources

J

= CSem
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Evolution of bounds and full-state absorption

2008 Keyless sponge: indifferentiability [BDPV 08]

2011 Keyed sponge security [BDPV 11]

Duplex [BDPV 11]

2014 Improved bound: sponge AE [JLM 14]

2015 Keyed sponge revisited [ADMV 15]

Partially full-state sponge AE [SY 15]
(Limited) full-state keyed sponge [GPT 15]
Full-state keyed sponge [MRV 15]

2016 Keyed sponge revisited #2 [NY 16]

2017 Full-state keyed sponge revisited [DMV 17]

2018 Keyed sponge #4 [M 18]
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Evolution of bounds and full-state absorption

Out of scope:

Other security models
* Weak perm. model [MP 15]
* Public seed perm. [ST 17]
Multiuser security
Sponge variants

e Sandwich sponge [N 16]

 Prefix-free sponge [N 18]

Full proofs
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Sponge construction

Bertoni, Daemen, Peeters, Van Assche 2007

M | Z
¥ | )
pad,. .  — | left.
‘ A A A
|
T ) a r\} 2 )
T Ty Y Y | -~ s -
sHo— o Pro— [T [ y
outer ) | )
_______________ 1 D L T PF . P
c w C\ \
inner < > ™ o B i D >
absorbing | squeezing

e Keyless crypto. permutation p : {0, 1, }b — 10,1, }b
e Crypto. hashing

o What security to target?
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Sponge construction

Bertoni, Daemen, Peeters, Van Assche 2007

Z=Sponge(M,z): [|[M|/r] + |z/r| callsto p

M | Z
¥ | )
pad,. o —— | left.
‘ A A A
\
) 2 r\} a )
T I R ) 4 Y | -~ -
sHo— o Pro— [T [ y
outer ) | )
_______________ i D L T PF . P
c w C\ \
inner < > > ™ o I o >
\_/ \_/ \_/} \_/ \_/
absorbing | squeezing

e Keyless crypto. permutation p : {0, 1, }b — 10,1, }b
e Crypto. hashing

o What security to target?
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Sponge construction

Bertoni, Daemen, Peeters, Van Assche 2007

M | Z
¥ | )
pad,. o —— | left.
‘ A A A
\
T ) 2 r\} a )
T I R ) 4 Y | -~ . -
sHo— o Pro— [T [ y
outer ) | )
_______________ 1 D L T PF . P
c w C\ \
inner < > ™ o I o >
absorbing | squeezing

e Keyless crypto. permutation p : {0, 1, }b — 10,1, }b
e Crypto. hashing

o What security to target? For every M, output is “random”
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Indifferentiability

In ideal permutation model

uses RO
F -1 return left, (s) p|p!
p P
mode for p

|
|
|
|
|
|
|
| |
|
|
|
|
|
|
|

A — real or too strong to be real
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Indifferentiability

In ideal permutation model

|
Random :
|
|
uses : RO
I A/[ < S e']-nd {0, 1}00
F 7 ' -1
L p | p? | return left. (s) p|p
|
mode for p |
|
|
|
|

A — real or too strong to be real

o0 ' ' I
A Cse Copyright 2018 CSEM | Provable security of the sponge| D. Vizér | Page 35



Indifferentiability

In ideal permutation model

Random outputs

/

|
|
|
|
|
|
|
| |
|
|
|
|
|
|
|

uses RO/
F -1 return left, (s) p|p!
p P
mode for p

A — real or too strong to be real
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Indifferentiability

In ideal permutation model

No secret key!

uses RO
F -1 return left, (s) p|p!
p P
mode for p

|
|
|
|
|
|
|
| |
|
|
|
|
|
|
|

A — real or too strong to be real
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Indifferentiability

In ideal permutation model

No secret key!

uses RO Simulator
V2 simulate
- -1 | ft (S) 3 — 1
plp return left. ot | e — 10
mode for p e

|
|
|
|
|
|
|
| |
|
|
|
|
|
|
|

A — real or too strong to be real
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Indifferentiability

In ideal permutation model

uses RO Simulator
M < s €rpq0 10,1} 1s6s .
= 5 10,1} simulate
—_— —1 . | ft-«(S) T3] . — 1
p|p return left. T
mode for p e

A — real or too strong to be real

Advi?(A) = “how well can A tell them apart”
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Indifferentiability

In ideal permutation model

uses RO Simulator
V2 simulate
- -1 | ft (S) 3 — 1
plp return left. ot | e — 10
mode for p e

|
|
|
|
|
|
|
| |
|
|
|
|
|
|
|

A — real or too strong to be real

Advi?(A) = “how well can A tell them apart”

\ )
Y

= (O if attack not much better than random guess

» Proof = find Sim for which Adv "= 0 for all attackers with certain resources
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

pad,.
T )
T Ty Y
S R N D
cri—o— T
P
C o |€
[y A - -
\ > >
L \—/
absorbing

7
i
AN

A
4
left.
A A A
)
= — 09 o =
P

A\

_/
squeezing

No direct control,
not used for output

= CSem
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

Sponge: Simulator:
M
pad, :
Set using RO
- R m 1 T
"llepo— o A
1 o p s “p”
I T -
=H e
Iy — —/ L
absorbing squeezing

Always pick fresh
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

Sponge
M Z
A
pad, left. |
b A
] a
T .
oY FanY
[l B RN 7 €/ =
-4 Pl
1710 -
=H
L | —/
absorbing squeezing

AdVind (N) S N

Sponge

N = # of times p is evaluated in total

= fime complexity

Simulator:

Set using RO

e
s (Lp”

Always pick fresh

2
2c

= CSem
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

Sponge: Simulator:
M VA
A
pad, left. |

Set using RO

S .
r Y e T
SO O [ t
({9
| | | | | s P

Always pick fresh

o

absorbing squeezing

AdVind (N) S N

2
Sponge 2¢

N

Real sponge+perm.:
Inner perm. part can collide
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

Sponge: Simulator:

Set using RO

o .
r Y e T
“Ho— t
({9
| | | | | s P

Always pick fresh

o
A

-1 —_———|E oo

absorbing squeezing

AdVind (N) S N

2
Sponge 2¢
Implications:

o Time complexity of attack N ~ 22, so

e c > 2 -security level, e.g. ¢ = 160 for 80-bit security
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Keyed sponge security

Bertoni, Daemen, Peeters, Van Assche 2011

K||M | Z
} A
pad,. cee ——— | left .
‘ A A A
‘ o e o
T ) N r\} N\ )
r L | y Y | _ . _
SHe— o o [T | [ >
i p p P| p p
c o |€ \
c ‘\ > > o0 0o — 5 ‘ > | c0 0 — —
1 \_/ \_/ /| \_/ \_/
\ .
absorbing | squeezing

e Turn sponge into
e a Message Authentication Code (MAC)
e 3 Pseudorandom Function (PRF)

e (Call it “Outer-keyed sponge”
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PRF security

Indistinguishability in ideal permutation model

uses uses RO
mode for p pp p|p

|
|
|
|
|
|
I —
lr = : M < s €ppq {0,1}
random K - -1 | return left. (s) -1
|
|
|
|
|
|

A — real or too strong to be real

o0 ' ' I
A Cse Copyright 2018 CSEM | Provable security of the sponge| D. Vizér | Page 56



PRF security

Indistinguishability in ideal permutation model

|
|
Random |
|
|
uses uses : m
lr r : M < 5 €Erpa {0~ 1}00
random K - / -1 I return left. (s -1
mode for p L ' +(#) P
|
|
|
|
|

A — real or too strong to be real
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PRF security

Indistinguishability in ideal permutation model

Random outputs

/

uses uses RO
mode for p pp p|p

|
|
|
|
|
|
|
lr = : M < s €ppq {0,1}
random K - -1 | return left. (s) -1
|
|
|
|
|
|

A — real or too strong to be real
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PRF security

Indistinguishability in ideal permutation model

Independent

|
|
|
|
|
uses uses : RO / \
I J\/[ (_) S E-pn( 0,1 oo
N\ 7 | 1 {0,1} '
|
|
|
|
|
|
|

return left. (s)

mode for p

A — real or too strong to be real
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PRF security

Indistinguishability in ideal permutation model

uses

uses

|
random K

F

mode for p

RO

return left. (s) p |p!

|

|

|

|

|

|

| ——
| J\’[ <> S e-p”d {0. 1}00
|

|

|

|

|

|

|

|

A — real or too strong to be real

Adv (A) = “how well can A tell them apart”

= CSem
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PRF security

Indistinguishability in ideal permutation model

uses uses RO
mode for p pp p|p

|
|
|
|
|
|
I —
lr r I M < 5 €Erpa {0~ 1}00
|
random K - -1 | return left. (s) -1
|
|
|
|
|
|

A — real or too strong to be real

Adv (A) = “how well can A tell them apart”

Resources:
e N =#of calls to p,p! directly by attacker = time complexity
e M = #of calls to p in the F-queries = data complexity

o0 ' ' l
A Cse Copyright 2018 CSEM | Provable security of the sponge| D. Vizér | Page 61



Security of outer-keyed sponge

Bertoni, Daemen, Peeters, Van Assche 2011

Sponge queries: Perm. queries:
KM | | Z
key blocks . message blocks : 4
pad,, cos ces ‘ left . |
: ‘ 4 A
e | = A
1 N\ ~ | N ' r\: ' '
T Ty Y i Y 4 | _ _ r
g s o W |, a ., o N a |, N, - — " > S
[snl BN RN~ A Ay M %4 A vy [
_ p P p p P P p N
(;-I o |€ | | C
=k - BB = B . =~ I = F - . -
l _/ | \_/ _/ ~ _/ _/ - ~
!
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Security of outer-keyed sponge

Bertoni, Daemen, Peeters, Van Assche 2011

Sponge queries: Perm. queries:
K||M | | Z
key blocks . message blocks : 4
padr oo E e | left ., l
: ‘ 4 A
i \
T R R i Y A | - > e
sl vyl Leees D, Fa LN R A > > S
Ccrm—oT — \v%) y ‘
_ p ; p p p| P P .
c-| o (& : { C
(e} > = * o o E > > _—— > f > - o
\

no guess => unpredictable

Adv?gsponge(M , N) < Pr[A guesses K]
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Security of outer-keyed sponge

Bertoni, Daemen, Peeters, Van Assche 2011

Sponge queries: Perm. queries:
K| M i ‘ A
key blocks . message blocks : 4
pad, e ; e | left. |
: | [ A
| \
g IR &5 AR [ S S SO " s
o — T NN ” A o —> o—> ‘
p p E P P D } p p > D | ¢
e i | C
c T | I ‘\ o "0 0 >
/

, =U_..-.. -vi z \,‘ K D | S g

=> sponge output unpredictable

AdvngSponge(M, N) < Pr[A guesses K] + 2(M+121(N+1)
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Security of outer-keyed sponge

Bertoni, Daemen, Peeters, Van Assche 2011

Sponge queries: Perm. queries:
K||M ! | Z
key blocks . message blocks : 4
|padrl ce : X | left. |
1 ‘ 4 A
| . .
M) M) M) M r\; M I
< A I N Ly . N I A F I S > 4 s
(e B RN = AN > N N [
p p : P yu P } P P 1 = D ¢
c | C
b 1[ L = 0o o > : - T —_—— ) > t > > e e >
W ! \_/ \_ /v U 9 1 U
! ,

all unique => output “random”

Adv?" (M, N) < Pr[A guesses K| + 2M+DN+D) 4 2 =

K.Sponge 2¢c
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Security of outer-keyed sponge

Bertoni, Daemen, Peeters, Van Assche 2011

Sponge queries: Perm. queries:
K||M ! | Z
key blocks . message blocks : 4
|pacirl ce - X | left. |
| 1 )
e » N
e | ) a r\; I a
LA | 4 i 4 4 | _ _ r
g s o W |, a ., o N a |, a - — " > S
(=) B RN = AN > N N [
p P p p P P p .
e | | C
cH . | = R - . = L - - i —
\

Advi’éfsponge(M, N) < Pr[A guesses K] + 2(M+12)C(N+1) + 25

Implications:

Time complexity N ~ min(2¢/M, 2%) if M < 22, k ~ |K|
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Security of outer-keyed sponge

Bertoni, Daemen, Peeters, Van Assche 2011

Sponge queries: Perm. queries:
K||M ! | Z
key blocks . message blocks : 4
|pacirl ce - X | left. |
| 1 )
e » N
e | ) a r\; I a
LA | 4 i 4 4 | _ _ r
g s o W |, a ., o N a |, a - — " > S
(=) B RN = AN > N N [
p P p p P P p .
e | | C
cH . | = R - . = L - - i —
\

Advi’éfsponge(M, N) < Pr[A guesses K] + 2(M+12)C(N+1) + 25

Implications:

Just estimated \
Time complexity N ~ min(2¢/M, 2%) if M < 22, k ~ |K|
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Duplex construction

Bertoni, Daemen, Peeters, Van Assche 2011

Vi : Zi S 'a Ml Zl M2 ZZ Mm™ zm

initialize duplexing duplexing duplexing

e “Stateful sponge”
e Interfaces: initialize & duplexing

e Security:
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Duplex construction

Bertoni, Daemen, Peeters, Van Assche 2011

VZ L Zi S T Ml Zl M2 ZZ Mm™ zm

I_____II_‘,___ 7

[T ]2 N LEJ

I I

1T k ,;r' :\u >

| =

| 1 [ D

I [ ]

ey Lol

| <

1 I \_/

l N

initialize duplexing

Equivalent with sponge:

e “Stateful sponge”
e |Interfaces: initialize & duplexing Z,= Sponge(Mji, z1)

Z3= Sponge(pad(My)|| Mz, z2)

e Security:
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Duplex construction

Bertoni, Daemen, Peeters, Van Assche 2011

Vi:iz; <r M1

M2 VA 2 Mm™ zm

initialize duplexing duplexing duplexing

e “Stateful sponge”
e Interfaces: initialize & duplexing

e Security:

Adv‘fg‘_cDupleX(M, N) < Pr[A guesses K] + 2(M+1)(N+1) 4 M

2¢ 2.2¢
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Duplex construction

Bertoni, Daemen, Peeters, Van Assche 2011

Vi : Z<r Ml Zl M2 ZZ M™ zm
I_____1]_‘,___ _| |_#___ _3
| ) | g N

=l

LT HE ~ B ] 2~ [E]
| ||

T | | |

| L H—++P—> — D :

| = L |

: ] : : p | p ;

[ 3

e Q ,Fl | > —t > 3

| | \_/ | —/ i

l_ _ _ _ _ N I T T ]

initialize duplexing duplexing

e “Stateful sponge”

Duplex will return

e [nterfaces: initialize & duplexing

e Security:

AdVET) (M, N) < Pr[A guesses K] + 2M+D(N+Y | M

2¢ 2.2¢
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Summary 2008-2011

e Security given by inner state
e Keyless hashing

oN =~ 2¢/2

e Keyed sponge
oN = min(2¢/M,??7)

o must ensure M < 2¢/2

o0 ' ' I
LA Cse Copyright 2018 CSEM | Provable security of the sponge| D. Vizér | Page 72



Security beyond 22 in NORX

Jovanovic, Luykx, Mennink 2014

C,T € Enc(K,NA,M,Z) = Duplexing(K||N,0) = Duplexing(A,,0)...
Ag Aaa My Gy Mm—1Cm-1 Zn Zr1
M NNl na L b nd e,
p p ﬂ p p p p p
D> e P an W I Wan W R I N2 -
e A A A A
01 01 02 02 04 04 08
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Security beyond 22 in NORX

Jovanovic, Luykx, Mennink 2014

C,T € Enc(K,N,A,M,2)

=  Duplexing(K||N,0) =>Duplexing(A,,0)
Aaa My  Cy Mm—1Cm-1 Zn Zr1
rI"Z‘*T , $* \% q}@ I, r}; I . g}_ﬂ }D (N g
L S i o B
AR A A A A
01 01 02 02 04 08

AdviTs (M, N) & S5 + 58 +

= CSem
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Security beyond 2¢/2 ijn NORX Main contribution:

foreshadow better bounds
Jovanovic, Luykx, Mennink 2014

R

C, T € Enc(K,N,AM,2) Duplexing(K||N,0) = Duplexing(A,,0)...

Ag Aaa My Gy Mm—1Cm-1 Zn Zr1
Lokl ] L | L N
- ——— N > {1 — —— — > {1 ‘ > @————1\- N > > T
p p p p p p p p p
) ___,.@_, whel Lo e ol . .h@._h >
T W | 1 |~
01 01 02 02 04 04 08

~prf M+N)? . N |, N+M
Advydy (M, N) o WIETD" o oV NEM

Time complexity N ~ min(2%% — M, 2/5l — M, 2¢/r)
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Security beyond 2¢/2 ijn NORX Main contribution:

foreshadow better bounds
Jovanovic, Luykx, Mennink 2014

R

C, T € Enc(K,N,AM,2) Duplexing(K||N,0) = Duplexing(A,,0)...

Ag Aaa My Gy Mm—1Cm-1 Zn Zr1
Lokl ] L | L N
- ——— N > {1 — —— — > {1 ‘ > @————1\- N > > T
p p p p p p p p p
) ___,.@_, whel Lo e ol . .h@._h >
T W | 1 |~
01 01 02 02 04 04 08

~prf ~ (M+N)? N |, N+M

Time complexity N ~ min(2%% — M, 2/5l — M, 2¢/r)

e Explicit key guessing, full security in c ©
e Needs unique nonces, specific to AE ®
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Inner keyed sponge

Chang, Dworkin, Hong, Kelsey, Nandi 2012

M | Z
pad.. | left.
] o] f e Key in initial (inner) state
e 14 | Y I .
=Hb— b— oD— | g g
1 p p P| p p
C \ c |
<K .. : L ..
absorbing | squeezing
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Inner keyed sponge

Chang, Dworkin, Hong, Kelsey, Nandi 2012

M | Z
L}
pad,. oo : left.
| ‘ e Key ininitial (inner) state

T N N ~ ' N\

, , | e Quter keyed vs IKS [ADMV 15]
=Ho— D =B | IS "

1 P P P| p p o OKS = key derivation + IKS
e[ [<ls ... | .

1 \_/ \_/ >y \_/ -/

absorbing : squeezing
e
L KM | | Z
I key blocks ‘ message blocks : [}
| |pad, ces : cee | left .
| \ B I} Y
| I e e
|

|
LT ) ~ M M M a M)
T .4 X X X | S el
: crwo— ™ o—* o o [~ | - -
ol p p p p p| p p
| c o e |
| =H - I — - . I - N I S
|
4 \_/ /] | N _/ u: _/ \_/
L = = 4
key derivation TIKS |
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Security of the IKS

Andreeva, Daemen, Mennink, Van Assche 2015

absorbing squeezing

M | Z
pad,, e —— | left.
‘ A A A
\
T !
T |
=H-0 )—I n g 4 A‘I —
p p p| p p 1<p<2M
“V<h—0 . oJ —
U U
\
\

e Multiplicity p = max #{in states| same r-value} + max #{out states| same r-value}

Adviis (M, N, 1) <
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Security of the IKS

Andreeva, Daemen, Mennink, Van Assche 2015

M %
pad, - left.
A I
— :_7\_7 :__/_\__ N [P N PN
| |
T By ! | : '
=] ma~rg N o : | :
o e LI | p LoP] o
I | I 1
¢ | ol : I

|

C
(2

C
—~

q
‘~<é%@--{-_

[EK(S) =p(K®s)®K

e Multiplicity p = max #{in states| same r-value} + max #{out states| same r-value}

e IKSP(K,M) = Spongefx(0¢, M)

AdV' (M, N, ) <
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Security of the IKS

Andreeva, Daemen, Mennink, Van Assche 2015

M Z
pad,. e ———— left.

| Exc(s) = p(

e Multiplicity p = max #{in states| same r-value} + max #{out states| same r-value}

o IKSP(K,M) = Sponge®¥(0°,M) internal states secret => E, = secret permutation r

Advlpgs (Ma N, N) < ;1,210\{
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Security of the IKS

Andreeva, Daemen, Mennink, Van Assche 2015

RO
M < s €pna {0, 1}

E
t —1

return left. (s -1
mode for p (5) pp

A

e Multiplicity p = max #{in states| same r-value} + max #{out states| same r-value}

o IKSP(K,M) = Sponge®¥(0°,M) internal states secret => E, = secret permutation r

Advlpgs (Ma N, N) < uzly
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Security of the IKS

Andreeva, Daemen, Mennink, Van Assche 2015

RO
M <5 8 €png {0,1}%°

E
t —1

return left. (s -1
mode for p (5) pp

A

e Multiplicity p = max #{in states| same r-value} + max #{out states| same r-value}
e IKSP(K,M) = Spongefx(0¢, M)

e Indifferentiability => secret-perm. sponge

r 2
Ad"?}és(Ma N,p) < ";lj + A2/Ic
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Security of the OKS

Andreeva, Daemen, Mennink, Van Assche 2015

NEW: Advg”;(S(M, N,p) < 2”N +A(N) + & =

e Same as IKS + KDF security
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Security of the OKS

Andreeva, Daemen, Mennink, Van Assche 2015

NEW: Advg”;(S(M, N,p) < 2”N +A(N) + & =

e Same as IKS + KDF security

—l if K = 0(mod r)

|K
N
21K|/2

e A(N) = [GPT 15]

else
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Main contribution:

Security of the OKS Better bound

~ . c K
Andreeva, Daemen, Mennink, Van Assche 2015 (from N = min(2°/M, 2%))

OLD: Advlp(n.cSponge(Ma N) S PI‘[A guesses K] + 2(M-|—121(N-|-1) _I_ 2.2¢

NEW: Advng(M, N,p) < ZMN +A(N) + % 9¢

e Same as IKS + KDF security

% if K = 0(mod r)

N
21K|/2

e A(N) = [GPT 15]

else

Time complexity N ~ min (ZC/u, 2|K|/2) with 1 < pu <2M
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Main contribution:

Security of the OKS Better bound

~ . c K
Andreeva, Daemen, Mennink, Van Assche 2015 (from N = min(2°/M, 2%))

OLD:  AdVR e (M, N) < PrlA guesses K] 4 20O 4 M-

NEW: Advg%S(M, N,p) < ZMN +A(N) + % 9¢

e Same as IKS + KDF security

% if K = 0(mod r)

N
21K|/2

e A(N) = [GPT 15]

else

Typically u = M2

/‘

Time complexity N ~ min (ZC/u, 2|K|/2) with 1 < pu <2M
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Main contribution:

Security of the OKS Better bound

~ . c K
Andreeva, Daemen, Mennink, Van Assche 2015 (from N = min(2°/M, 2%))

OLD:  AdVR e (M, N) < PrlA guesses K] 4 20O 4 M-

NEW: Advg%S(M, N,p) < ZMN +A(N) + % 9¢

e Same as IKS + KDF security

% if K = 0(mod r)

e A(N) = N [GPT 15]
TAIE else _ _
Typically u = M2
® no M in capacity term © restriction on M<2%2 ® /

Time complexity N ~ min (ZC/u, 2|K|/2) with 1 < pu <2M
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(Partially) full-state sponge based AE
Sasaki, Yasuda 2015

0 b4
(p2d)10* (pd]10* trund  [rung
| | | | |
imiNgy! IaYilaviatiatiatine
p p p p p p p
C K—b- -p— -— -— > > —X> —
Ut Ut U U U U 2 U

e Use full state to absorb => increased efficiency

e Similar bound as Jovanovic, Luykx and Mennink
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(Partially) full-state sponge based AE Main contribution: |
Foreshadow full-state absorbtion

Sasaki, Yasuda 2015

0 b4
(p2d)10* (pd]10* trund  [rung
| | | | |
imiNgy! IaYilaviatiatiatine
p p p p p p p
C K—b- -p— -— -— > > —X> —
Ut Ut U U U U 2 U

e Use full state to absorb => increased efficiency

e Similar bound as Jovanovic, Luykx and Mennink
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(Partially) full-state sponge based AE Main contribution: |
Foreshadow full-state absorbtion

Sasaki, Yasuda 2015

0 b4
(p2d)10* (pd]10* trund  [rung
| | | | |
imiNgy! IaYilaviatiatiatine
p p p p p p p
C K—b- -p— -— -— > > —X> —
Ut Ut U U U U 2 U

e Use full state to absorb => increased efficiency
e Similar bound as Jovanovic, Luykx and Mennink

e Specificto AE®
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(Partially) full-state sponge based AE Main contribution: |
Foreshadow full-state absorbtion

Sasaki, Yasuda 2015

A M C T
ED10° [@a)10° o
I |
T{N f\&/\étr\é lalNaNNaTNe
{ p p p p p p p
AKH~ (—| lo—| [o—| ro—| lo—| e~ F
Ut Ut U U U Ut U

Use full state to absorb => increased efficiency

e Similar bound as Jovanovic, Luykx and Mennink

e Specificto AE®

Only partially full-state ®

e Lack of generic mechanism and analysis
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Full-state sponge (fixed output size)

Gazi, Pietrzak, Tessaro 2015

s
R
Ml M2 M™ VA
' ) ﬁJ
b
b | |K H-—|P —b— P> p
_\‘_
\_/ \_/ \_/

AdvPT o (g, N, €) = - tlaN | ardtataN ey - gn/d
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Full-state sponge (fixed output size)

Gazi, Pietrzak, Tessaro 2015

M
max value of m pad, l l —
M1 M? MM 7
_ ~ ~ .
#of sponge
I b
queries b | |k B-b—r|p —D—r|p > D
_\_
\_/ \_/ \_/
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Main contribution:

Full-state sponge (fixed output size) Full-state(but limited output)

Gazi, Pietrzak, Tessaro 2015 Improved bound (from N =~ 2°/pu)
M
¢
i o
Ml M2 M™ VA
M 2 AJ
b
b||K H—|P—d—{P p
_\_
_/ \—/ \_/

AdvPT o (g, N, €) = - tlaN | ardtataN ey - gn/d

N ~ min (2°/(gf),2°/q) iflg> < 2°, ¢* < 2¢ and lg < 2°
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Main contribution:

Full-state sponge (fixed output size) Full-state(but limited output)

Gazi, Pietrzak, Tessaro 2015 Improved bound (from N =~ 2°/pu)
M
*d
—] o
Ml M2 M™ VA
M 2 AJ
b
b||K H—|P—d—{P p
_\_
_/ \—/ \_/

AdvPT o (g, N, €) = - tlaN | ardtataN ey - gn/d

N ~ min (2°/(gf),2°/q) iflg> < 2°, ¢* < 2¢ and lg < 2°

e Full-state and tight bound © (analysis complicated ©)

e Does not cover variable output length ®
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Full state keyed sponge and duplex

Mennink, Reyhanitabar, Vizar 2015

Y Z

pad | left. |

ol I } ¥ ¥ ¥
Ml M2 M Zl oo Z[z/r]—l Z[z/ﬂ

~ r\ S ] ) M
| \ ...
=l

\\ \u p b—| P p p P

c c

e General, variable output sponge ©
o Call it FKS

e Full-state absorption ©
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Full state keyed sponge and duplex The cost of Sponge(M.2):

Mennink, Reyhanitabar, Vizar 2015 ”Ml/b] + [Z/TJ calls to P
M /
pad left.
R I )
Ml M2 M Zl e e Z[z/r]—l Z[z/ﬂ
~ r\ S ] ) | M ‘
| \ ...
>|b
\\ \ p SbO— P — b p P
c C

e General, variable output sponge ©
o Call it FKS

e Full-state absorption ©
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Full state keyed sponge and duplex

Mennink, Reyhanitabar, Vizar 2015

VZZZ@'<7" Ml 1 M2 Z2
_____ B P S SR
| ||"O'a "’I |'éa 0 |
| I 1[E I e |
| | Y= M £ |
| r = | | I |
| Ll | |
[ =l ‘ P |
| 7O~ P T+ P e
lC . [ || |
[ K<l I |
| || I |
] L__%_J '___u___'
initialize duplexing duplexing duplexing

e General, variable output sponge ©
o Call it FKS

e Full-state absorption ©

e Also full-state duplex

o Security reduced to sponge as before [BDPV 11]
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Security of FKS

Mennink, Reyhanitabar, Vizar 2015

M A

4
padbl | left. |
| | } ¥ d T
M1 M2 M 71 eee Z[z/ﬂ—l Z[z/r
T ) M) ) | () | ) ]
||+ V| ,
1=
—D—| P —bD—| P> p p p
c C
< \
—/ \—/ —/ \/ —/

Adv%r{{S (Q9 Na Ea M) S
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o Cse Copyright 2018 CSEM | Provable security of the sponge| D. Vizar | Page 113



Security of FKS

Mennink, Reyhanitabar, Vizar 2015

M %
pa b I Ieftz |
l 1 ¥ ' 7
y 1 Z
M, M, M,_, M, 2 22 [=/r]
0P C‘) > 7T r) > T T—b—| T e T
\_/ _/ \_/ \_/ _/ _/

AVl (g, N, £, ) < BN

e Blockcipher trick [ADMV 15] - secret perm.
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Security of FKS

Mennink, Reyhanitabar, Vizar 2015

M Z
pad, | left. |
‘ ‘ l T N %
M, M, M, . M, O 22 [=/7]
00— | [ —D—s| f | ee s | f D f f f
\_/ \_/ \_/ \_/ \_/ \_/
prf uN | (g6
AdVFKS(qa N, Eal-”) < o K] + ob

e Blockcipher trick [ADMV 15] = secret perm.

e Secret perm. = secret function
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Security of FKS

Mennink, Reyhanitabar, Vizar 2015

M Z
pady) 1 | left |
) ) A
Only 2 states J ' ‘ Z Z, Zrinr
per query M,y M, M- My,
w/ Pr[coll]=2-¢ \ L
0t DA f D [ D f f f f

Adv%rf(s(q,N E IJ') S ;Qﬁ i 2(q£) + 2q2£

e Blockcipher trick [ADMV 15] - secret perm.
e Secret perm. = secret function

e New analysis: No internal collision => perfect security
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Main contribution:

Security of FKS Full state
Mennink, Reyhanitabar, Vizar 2015 Improved bound (for variable output len.)
M ?
pad, ee e | IEFt; |
7 N N
y y Y y Z . /p
My, My My M, 20 2 =/
00 F—b—{ [ | [ |+ oo« —Ds| [ |—D—| f f
_/ N / _/ \_/ /

Ad"g{(s(an bip) < 4 2|K| T 2(q£) T 2q2£

e Blockcipher trick [ADMV 15] = secret perm.
e Secret perm. = secret function

e New analysis: No internal collision => perfect security

N ~ 25/ if (gf) < 2% and ¢*¢ < 2°
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Improved security of outer keyed sponge

Naito, Yasuda 2016

AdvZi (g, N, €) = TN | £ FaNEN 4 A(N)  if ¢ < })2

e Analysis of IKS and OKS
e Variable length output ©

e No full-state absorption ®
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Improved security of outer keyed sponge

Naito, Yasuda 2016

From Gazi et al. 2015

Advi (g, N, €) ~ CHaN | La $aNFN )\d\f) if ¢ < b/2

e Analysis of IKS and OKS
e Variable length output ©

e No full-state absorption ®
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Improved security of outer keyed sponge

Naito, Yasuda 2016

From Gazi et al. 2015

Advi (g, N, €) ~ CHaN | La $aNFN )\d\f) if ¢ < b/2

N = min (2C/q, 2|K|/2) if lg < 2%? and ¢* <« 2°

e Analysis of IKS and OKS
e Variable length output ©

e No full-state absorption ®
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Main contribution:
Improved bound

Naito, Yasuda 2016 (in corner-cases)

Improved security of outer keyed sponge

From Gazi et al. 2015

Advi (g, N, €) ~ CHaN | La $aNFN )\d\f) if ¢ < b/2

N = min (2C/q, 2|K|/2) if lg < 2%? and ¢* <« 2°

e Analysis of IKS and OKS
e Variable length output ©

e No full-state absorption ®
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Improved full-state keyed duplex

Daemen, Mennink, Van Assche 2017
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initialize duplexing duplexing

e New definition of FKD
o Init takes iv and inputblock

o Commit to input block before seeing output
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Improved full-state keyed duplex

Daemen, Mennink, Van ASW
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duplexing duplexing

e New definition of FKD
o Init takes iv and inputblock

o Commit to input block before seeing output
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Improved full-state keyed duplex

Daemen, Mennink, Van Assche 2017
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initialize plexi

e New definition of FKD
o Init takes iv and inputblock

o Commit to input block before seeing output
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Improved full-state keyed duplex

Daemen, Mennink, Van Assche 2017
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initialize duplexing duplexing

e New definition of FKD
o Init takes iv and inputblock
o Commit to input block before seeing output

e (Can simulate sponge!
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Improved full-state keyed duplex

Daemen, Mennink, Van Assche 2017
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initialize duplexing duplexing

e New definition of FKD

o Init takes iv and inputblock

o Commit to input block before seeing output
e (Can simulate sponge!

e New resource: L = total #of inits with reused iv-s (i.e. gq-#{uniqg iv-s})
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Improved FKS security (through FKD)

Daemen, Mennink, Van Assche 2017
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Improved FKS security (through FKD)

Daemen, Mennink, Van Assche 2017

2(!

e Multi-collision limit u(N): E[# states with r-collision]
o N/2 if r>2log,(M)+c

o =NM/2" otherwise
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Main contribution:

Improved FKS security (through FKD) Improved bound

Daemen, Mennink, Van Assche 2017 (Varlable output, IKS only)

2(!

N = min (2¢/L,2/¥1) if {g < 2"/ and ¢* < 2°

e Multi-collision limit u(N): E[# states with r-collision]
o N/2 if r>2log,(M)+c

o =NM/2" otherwise

o0 ' ' I
~ Cse Copyright 2018 CSEM | Provable security of the sponge| D. Vizér | Page 135



Main contribution:

Improved FKS security (through FKD) Improved bound

Daemen, Mennink, Van Assche 2017 (Varlable output, IKS only)

2(!

N = min (2¢/L,2/¥1) if {g < 2"/ and ¢* < 2°

e Multi-collision limit u(N): E[# states with r-collision]
o N/2 if r>2log,(M)+c
o =NM/2" otherwise

e Full state absorption, tight bound ©
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Main contribution:

Improved FKS security (through FKD) Improved bound

Daemen, Mennink, Van Assche 2017 (Varlable output, IKS only)

2(!

N = min (2¢/L,2/¥1) if {g < 2"/ and ¢* < 2°

e Multi-collision limit u(N): E[# states with r-collision]
o N/2 if r>2log,(M)+c
o =NM/2" otherwise

e Full state absorption, tight bound ©

e Does not cover Outer keyed sponge ©
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Key prediction security

Mennink 2018

erivation

| A
e blocks : 4
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e Reconstructing key derivation vs |K|
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Key prediction security

Mennink 2018

| VA
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| left.
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r\: M )
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e Reconstructing key derivation vs |K|

e Previously: = 2IKI2 (if K| mod r #0) [GPT 15]
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< .- . Main contribution:
Key prediction security Improved bound

Mennink 2018 (OKS, last missing piece)

| A
| 4
| left.
| I 3 'y I 3
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p : p p
|
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\_/: \_/ \_/
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e Reconstructing key derivation vs |K|

e Previously: = 2IKI2 (if K| mod r #0) [GPT 15]

e New result: = 2IKl
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Conclusion

The evolution of keyed sponge in a nutshell

With keyed sponge using a b-bit permutation, capacity ¢, rate r=b-c
e Before:
e Only outer keying
e Absorb data in r-bit blocks
e Limit on data: M « 2¢/2

e Security level: min(??7?),c - log,(M)
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Conclusion

The evolution of keyed sponge in a nutshell

With keyed sponge using a b-bit permutation, capacity ¢, rate r=b-c

e Before:

e Only outer keying

e Absorb data in r-bit blocks

e Limit on data: M « 2¢/2

e Security level: min(??7?),c - log,(M)
e Today:

e Both outer and inner keying

e Absorb data using full state

e Limitondata M « 2P/2

e Security level: min(|K|,b — log,(M),c — log,(L))
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Conclusion

The evolution of keyed sponge in a nutshell

With keyed sponge using a b-bit permutation, capacity ¢, rate r=b-c

e Before:
b=400, c=128, r=272, |K|=128

e Only outer keying
up to 24 blocks

e Absorb data in r-bit blocks at sec. level: 64

e Limit on data: M « 2¢/2

e Security level: min(??7),c - log,(M)

e Today: b=400, c=128, r=272, |K|=128

e Both outer and inner keying
up to 229 plocks (if L=0)

e Absorb data using full state at sec. level: 128
save =1/3 of p evaluations

e Limitondata M « 2b/2

e Security level: min(|K|,b — log,(M),c — log,(L))
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Thank you for your attention!
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