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This talk

ÅIntroduction: provable security

ÅThe evolution of bounds and full-state absorption
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What we want: 

Practical tools for all inputs
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

Messy 

reality
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

adversary has 

no access here
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Provable security

Security-bridge between the primitives and the modes
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Provable security

Security-bridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

Prove that

Resources:

Å max comp. power

Å max #of queries (q)

Å max #of total msg bits

Å etc.

F secure if

f(res) ~ 0

for ñreasonableò 

resources

ñAdvantageò
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Interpreting provable security

Real world

Abstract model Construction F
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Interpreting provable security

Real world

Abstract model Construction F
computational 

power

#of queries
#of blocks 128-bit bocks in total

Assume itôs ~ 0

based on

existing 

cryptanalysis!

What is 

acceptable?

(e.g. 2-64)

How much data

processed with same key

to get desired security?

( Here (q+M)<232 )

CAVEAT:

Only valid if all assumptions in 
the model are ensured!
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Ideal permutation model

Abstract model Construction F
b-bit 

perm. p
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Ideal permutation model

Abstract model Construction F
b-bit 

perm. p

No good 
definition 

exists

no key
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Ideal permutation model

Abstract model Construction F
b-bit 

perm. p

Ideal perm. model:
Pretend p is a 

random b-bit perm
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Ideal permutation model

Real world

Abstract model Construction F

Assumebest attack åuse p as blackbox

based on

existing cryptanalysis!

b-bit 
perm. p

Include

N=#of calls to p,p-1

in the resources

Ideal perm. model:
Pretend p is a 

random b-bit perm
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Evolution of bounds and full-state absorption

2008Keyless sponge: indifferentiability[BDPV 08]

2011Keyed sponge security [BDPV 11]

Duplex [BDPV 11]

2014Improved bound: sponge AE [JLM 14]

2015Keyed sponge revisited [ADMV 15]

Partially full-state sponge AE [SY 15]

(Limited) full-state keyed sponge  [GPT 15]

Full-state keyed sponge [MRV 15]

2016Keyed sponge revisited #2 [NY 16]

2017Full-state keyed sponge revisited [DMV 17]

2018Keyed sponge #4 [M 18]
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2016Keyed sponge revisited #2 [NY 16]

2017Full-state keyed sponge revisited [DMV 17]

2018Keyed sponge #4 [M 18]

Out of scope:

ÅOther security models

ÅWeak perm. model [MP 15]

ÅPublic seed perm. [ST 17]

ÅMultiuser security

ÅSponge variants

ÅSandwich sponge [N 16]

ÅPrefix-free sponge [N 18]

ÅFull proofs
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Sponge construction

ÅKeyless crypto. permutation

ÅCrypto. hashing

o What security to target?

Bertoni, Daemen, Peeters, Van Assche 2007

inner

outer
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Sponge construction
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Sponge construction

ÅKeyless crypto. permutation

ÅCrypto. hashing

o What security to target?

Bertoni, Daemen, Peeters, Van Assche 2007

For every M, output is ñrandomò

inner

outer
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Indifferentiability

In ideal permutation model
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Indifferentiability

In ideal permutation model

Random outputs



Copyright 2018 CSEM   |  Provable security of the sponge|  D. Vizár |  Page 37

Indifferentiability

In ideal permutation model

No secret key!



Copyright 2018 CSEM   |  Provable security of the sponge|  D. Vizár |  Page 38

Indifferentiability

In ideal permutation model

No secret key!



Copyright 2018 CSEM   |  Provable security of the sponge|  D. Vizár |  Page 39

Indifferentiability

In ideal permutation model



Copyright 2018 CSEM   |  Provable security of the sponge|  D. Vizár |  Page 40

Indifferentiability

üProof = find Simfor which AdvF
ind å 0 for all attackers with certain resources

In ideal permutation model

å 0 if attack not much better than random guess
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

No direct  control,

not used for output
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

Simulator:Sponge:

N = # of times p is evaluated in total

å time complexity
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Assche 2008

Simulator:Sponge:

Real sponge+perm.: 

Inner perm. part can collide
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Indifferentiability of the sponge

Implications:

Å

Å

Bertoni, Daemen, Peeters, Van Assche 2008

Simulator:Sponge:
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Keyed sponge security

Å Turn sponge into 

Å a Message Authentication Code (MAC)

Å a Pseudorandom Function (PRF)

Å/ŀƭƭ ƛǘ άhǳǘŜǊ-ƪŜȅŜŘ ǎǇƻƴƎŜέ

Bertoni, Daemen, Peeters, Van Assche 2011
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PRF security

Indistinguishability in ideal permutation model


