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This talk

Alntroduction: provable security

AThe evolution of bounds and fidtate absorption
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Why provable security

Context: symmetric crypto

What we want;

Practical tools for all inputs
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Why provable security

Context: symmetric crypto

What we want: What we know how to do (well):
I pm— |#i\$ MAC #of bits
II\
K
Practical tools for all inputs Not directly applicable
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Why provable security

Context: symmetric crypto

What we want: What we know how to do (well):

=z

| = 25 mac P> @ K —| AES| Fixed size (128 bits)
< ij
K
Practical tools for all inputs Not directly applicable
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Why provable security

Context: symmetric crypto

What we want;

arbitrary fixed
#of bits #of bits

| Message | == MAC

A

Practical tools for all inputs

What we (usually) do:

What we know how to do (well):

Fixed size (e.g. 1600 bits)

Not directly applicable

A mode of operation:

A Use primitive ablackbox

= CSem
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Why provable security

Context: symmetric crypto

What we want;

What we know how to do (well):

Fixed size (e.g. 1600 bits)

| Message

Practical tools for all inputs

What we (usually) do:
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A
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Not directly applicable

X

128
I’Mrm-l 0% if | M| < 128

L1 if | M| = 128} —I A mode of operation:

, A Use primitive ablackbox
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Why provable security

Context: symmetric crypto

What we want: What we know how to do (well):

arbitrary fixed
#of bits #of bits

| Message | =+ MAC P

A

Fixed size (e.g. 1600 bits)

on

Practical tools for all inputs Not directly applicable

What we (usually) do:

KM | |Out|
I
pad, | Out
A
N N N N N
T . ’; Y v 4 -~ .
Sho— o o e
P p p p
c o |€
o \l > - i —— > —
N/ N/ N/ N N/

A mode of operation:

A Use primitive ablackbox

Copyright 2018 CSEM | Provable security of the spong&fiz2r| Page9



Provable security

Securitybridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

fori=1togq:
Al y

A i A

Messy ve AN\ 2
?9\\ \\,ff\-@
I Tag, & Z
reality g AN

J e

real or random

[ X ]
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Provable security

Securitybridge between the primitives and the modes

Abstract model of an attack *
(here PRF security for MAC) St ;
= MAC
fori=1togq: /'
s K
F—N\ M; X _/ K
2 AN\ %
2N\ %
Tag, \’7)0, %,
6}}7'
¢ ®
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[ X ]
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Provable security

Securitybridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

fori=1togq:
A Mi A
2 AN\ %
A
Tag; e N\ 2
Z
\l/ (%

real or random

adversary has
Nno access here

[ X ]
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Provable security

Securitybridge between the primitives and the modes

Abstract model of an attack
(here PRF security for MAC)

fori=1togqg:

real or random

Prove that

Pr[mode breaks|res.] < Pr|primitive breaks|res.] + f(res.)

‘\ﬁAdvantagec‘)

[ X ]
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Provable security

Securitybridge between the primitives and the modes

Fr(0) 22X wp, 2w, X e e

EN if (M| < 128
Abstract model of an attack /-,\ , /f T Hrsay
(here PRF security for MAC) 0 HeA BeA B~
fori=1togqg: & & N D
an y /“
A i PN
v BN %
2N\ 2
Tag, \A,)O %
6‘(}7.
4 ®

real or random

\ 4

Prove that

Pr[mode breaks|res.] < Pr[primitive breaks|res.| + f(res.)

‘\ﬁAdvantagec‘)

[ X ]
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Provable security

Securitybridge between the primitives and the modes

L2 Lo=Fg(0") X, Xwf, X e e

My M, | O (M| < 128
Abstract model of an attack }—|

et Ly if |My,| =128
here PRF ity for MAC /"1“1-' ]
(here security for ) %
|
fori=1toq: ! & m _
A—— M; N
L 4 J N >
@ o
N
“
N2 o

real or random

\ 4

Prove that

Pr[mode breaks|res.] < Pr[primitive breaks|res.| + f(res.)

RﬁAdvantagec‘)

[ X ]
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Provable security

Securitybridge between the primitives and the modes

_ Abstract model of an attack
Resources: (here PRF security for MAC)

A max comp. power
fori=1togq:

A max #of queries (q)

A max #of total msg bits —— AN 2,
NG
A etc. Tag, Py %,
6‘(}7'
%

real or random

Prove that

Pr[mode breaks|res.] < Pr[primitive breaks|res.] + f(res.)

RﬁAdvantage(‘)

[ X ]
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Provable security

Securitybridge between the primitives and the modes

_ Abstract model of an attack
Resources: (here PRF security for MAC)

A max comp. power

A max #of queries (q) fori=ttog
A max #of total msg bits —— M, N
<, SN
A etc “ Tag; \9\\”’20 +%
6\(}“-
2% _
real or random F Secure |f
f(res) ~ 0
for Nnr eas
’ resources

Prove that \

Pr[mode breaks|res.] < Pr|primitive breaks|res.] + f(res.)

RﬁAdvantage(‘)

[ X ]
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Interpreting provable security

[ Abstract model ConstructionF

Adv,~ PP (res.) < Pr[primitive breaks|res.] + f(res.)

Real world

0
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Interpreting provable security

computational ot queries #of blocks 128-bit bocks in total

power

Advy" "°P(t, q, M) < Pr[primitive breaks|t, q, M| (q;ﬂg’)z

Real world
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Interpreting provable security

computational ot queries #of blocks 128-bit bocks in total

power

Advy" "°P(t, q, M) < Pr[primitive breaks|t, q, M| (q;ﬂg’)z

Real world

fAssumei t c“)s\ ~ 0
based on

existing
\cryptanalysis! J
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Interpreting provable security

computational ot queries #of blocks 128-bit bocks in total

power
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Real world
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Interpreting provable security

_ #of queries
computational

power

Real world

a What is ) fAssumei t c“)s\

acceptable? based on

S (e.g. 2% . existing

,\\cryptanalysis! /

#of blocks 128-bit bocks in total

Advy" "°P(t, q, M) < Pr[primitive breaks|t, q, M| (q;fz";’)z

~

\_

How much data
processed with same key
to get desired security?

( Here (g+M)<232)

J

/

: CSem i —
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Interpreting provable security

CAVEAT: —

Only valid if all assumptions In
the modelare ensured! pta )

cd security?

S (e.g. 2% existing
cryptanalysis! ( Here (g+M)<2°2) J

/

: CSem i —
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|deal permutation model

Abstract model ConstructionF
[ [ oo
perm. p

Advy " (res.) < Pr[p breaks|res.] + f(res.)
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ldeal permutation model

no key

Abstract model ConstructionF A
[ [ oo,

perm. p

Advy " (res.) < Prlp breaks|res.] + f(res.)

No good
definition
exists
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ldeal permutation model

Ideal perm. model:

Pretendp isa ConstructionF _
randomb-bit perm \ b-bit
perm.p

Advy " (res.) < Prlp breaks|res.] + f(res.)

P €rna {7 :{0,1}* — {0,1}"|7 is a permutation }

o0
OC Csel I l Copyright 2018 CSEM | Provable security of the spong&fiZar| Page26



|deal permutation model

Ideal perm. model:

Pretendp isa ConstructionF _
randomb-bit perm \ b-bit
perm.p

Adv; " (res.) < f(res.)

Real world

(Assumebest attacka usep as blackbox\
based on
\_ existing cryptanalysis )

0
oo Csel I l Copyright 2018 CSEM | Provable security of the spongd&fiZar| Page27



|deal permutation model

Ideal perm. model:
Pretendpisa
randomb-bit perm

AdvsFefz;] PP (res.) <

ConstructionF
[ oo

perm. p

f(res.)

Real world

based on

\_ existing cryptanalysis

(Assumebest attacka usep as blackbox\

J

( Include

N=of calls to p,p

\ in the resources

~

J
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Evolution ofbounds andfull-state absorption

2008Keyless spong@ndifferentiability[BDPV 08]

2011Keyed sponge security [BDPV 11]
Duplex [BDPV 11]

2014Improved bound: sponge AE [JLM 14]

2015Keyedspongerevisited [ADMV 15]

Partially fullstate spongE[SY 1}
(Limited) fulistate keyed sponge [GPT 15]
Fullstate keyed sponge [MRV 15]

2016Keyed sponge revisited #2 [NY 16]

2017Fullstate keyed sponge revisited [DMV 17]

2018Keyed sponge #4 [M 18]
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Evolution ofbounds andfull-state absorption

2008K Out of scope:
2011K

DI A Other security models
20141 A Weak perm. model [MP 15]
2015K A Public seed perm. [ST 17]

Pl A Multiuser security
A Sponge variants

A Sandwich sponge [N 16]

A Prefixfree sponge [N 18]

A Full proofs
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Sponge construction
Bertoni, Daemen, Peeters, VAssche2007

M | Z
¥ | )
pad,. o —— | left.
‘ A A A
\
) 2 r\} a )
T I R ) 4 Y | -~ . -
sHo— o Pro— [T [ y
outer ) | )
_______________ i D L T PF . P
c w C\ \
inner < > > ™ o I o >
\_/ \_/ \_/} \_/ \_/
absorbing | squeezing

A Keyless crypto. permutatiop : {0, 1, }* — {0,1,}°
A Crypto. hashing

o What security to target?

0
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Sponge construction

Bertoni, Daemen, Peeters, VAssche2007

Z=Sponge(M,z): [|[{ |¥» |»F» callstop

M | Z
¥ | )
pad,. o —— | left.
‘ A A A
\
) 2 r\} a )
T I R ) 4 Y | -~ . -
sHo— o Pro— [T [ y
outer ) | )
_______________ i D L T PF . P
c w C\ \
inner < > > ™ o I o >
\_/ \_/ \_/} \_/ \_/
absorbing | squeezing

A Keyless crypto. permutatiop : {0, 1, }* — {0,1,}°
A Crypto. hashing

o What security to target?
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Sponge construction
Bertoni, Daemen, Peeters, VAssche2007

M | Z
¥ | )
pad,. o —— | left.
‘ A A A
\
) 2 r\} a )
T I R ) 4 Y | -~ . -
sHo— o Pro— [T [ y
outer ) | )
_______________ i D L T PF . P
c w C\ \
inner < > > ™ o I o >
\_/ \_/ \_/} \_/ \_/
absorbing | squeezing

A Keyless crypto. permutatiop : {0, 1, }* — {0,1,}°
A Crypto. hashing

o What security to target? ForeveryM,out put i s Ar ar
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Indifferentiability

In ideal permutation model

F

mode for p

uses

P

P

RO
M 5 8 €png {0,1}

return left, (s) p|p

= CSem
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Indifferentiability

In ideal permutation model

Random

uses RO
l M < s €rna {07 1}30
/ —
L p |p! return left. (s) p|lp!
mode for p

[ X ]
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Indifferentiability

In ideal permutation model

F

mode for p

uses

P

P

Random outputs

/

RO”
M s €ppg {0,1}

return left, (s) p|p

= CSem
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Indifferentiability

In ideal permutation model

No secret key!

uses RO
l M < s Srnd {07 1}30
L p |p! return left. (s) p|lp!
mode for p

[ X ]
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Indifferentiability

In ideal permutation model

No secret key!

RO
M 5 8 €png {0,1}

return left, (s)

uses

E -1
p P
mode for p

uses

Simulator

simulate

[} ] [44

I

[ X ]
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Indifferentiability

In ideal permutation model

uses RO Simulator
M+ s e, 0,1} uses :
= rna {0, 1} simulate
L p |p? return left, (s) W T T
mode for p

A— I

Advi?(A) = “how well can A tell them apart”

e0
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Indifferentiability

In ideal permutation model

uses RO Simulator
M < s €ppa {0,111 1s6s .
= 5 10,1} simulate
—_ 1 -1 . | ft-«(S) [T3K]] . — 1%
p|p return left. T
mode for p e

A— I

Advi?(A) = “how well can A tell them apart”

\ )
Y

a 0 if attack not much bet't

U Proof = findSimfor whichAdvZ"a 0 alFattackers with certain resources

[ X ]
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Ass2hé8

M | Z
4
pad,. — } left .
‘ A A A
‘ e o
T N N r\} N N
T . Ty Y Y | _ . _
~D— S— PO | g ” g
S 1 O 123 IR 21 DA Pl APl Pl
c o |€ \
- ‘\ = = [ o0 o - ‘ - — ¢ —up
1 \_/ \_/ \J} \_/ -/ No direct control,
absorbing | squeezing not used for output

= CSem
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Ass2hé8

Sponge: Simulator:
M
pad, :
Set using RO
e —— m 1 T
"llepo— o A
1 o p s “p”
I T -
=H e
L | —/ L
absorbing squeezing

Always pick fresh

0
L L Csel I l Copyright 2018 CSEM | Provable security of the spong&fiZ2r| Page51



Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Ass2hé8

Sponge
M Z
A
pad, left. |
b A
] a
T .
oY FanY
[l B RN 7 €/ =
-4 Pl
1710 -
=H
L | —/
absorbing squeezing

AdVind (N) S N

Sponge

N = # of times p is evaluated in total
a time complexity

Simulator:

Set using RO

e
s (Lp”

Always pick fresh

2
2c

= CSem
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Ass2hé8

Sponge: Simulator:
M VA
A
pad, left. |

Set using RO

S .
r Y e T
SO O [ t
({9
| | | | | s P

Always pick fresh

o

absorbing squeezing

AdVind (N) S N

2
Sponge 2¢

N

Real sponge+perm.:
Inner perm. part can collide

0
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Indifferentiability of the sponge

Bertoni, Daemen, Peeters, Van Ass2hé8

Sponge: Simulator:

pad,. e left ‘ )
y l Set using RO

—— —~
r ; 1\- Fan) e r
— b cee t
; . ; . upaa

o
A

p s
AT T )
- \ U , )
L | —/ L
absorbing squeezing
Always pick fresh
ind N?
Adeponge(N ) < =
Implications:

A Time complexity of attack N = 22, so
A ¢ > 2. security level, e.g. ¢ = 160 for 80-bit security
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Keyed sponge security

Bertoni, Daemen, Peeters, Van Ass2hél

]\'H]\/Ir | Z
} A
pad,. cee ——— | left.
‘ A 'y A
\
N ) r\} N N
r L | y Y | _ . _
=Hb— O O— | " g "
P P P } P p
& v |€ \
] ‘\ > > - eo o —» ‘ > —-c0c—» —
\_/ \_/ \_/ \_/ \_/
\ )
absorbing | squeezing

A Turn sponge into
A a Message Authentication Code (MAC)
A a Pseudorandom Function (PRF)

Al Fft XiS&aSRIzGESINB y 3 S €

0
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PRF security

Indistinguishability in ideal permutation model

[ X ]
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